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October  16, 2003 

MEMORANDUM  FOR  DIRECTOR,  WASHINGTON  HEADQUARTERS  SERVICES 

SUBJECT:  Report  on  Selected  Purchase  Card  Transactions  at  Washington  Headquarters 
Services  and  Civilian  Personnel  Management  Service 
(Report  No.  D-2004-002) 


We  are  providing  this  report  for  your  information  and  use.  This  audit  was 
conducted  as  part  of  the  Joint  Audit  of  Selected  DoD  Purchase  Card  Transactions  (Project 
No.  D2002CM>01 17.001).  This  report  is  one  in  a  series  of  reports  that  documents 
satisfactioti  of  the  requirements  in  Section  1007  of  the  FY  2003  National  Defense 
Au^onzation  Act  that  the  hispector  General  of  die  Department  of  Defense  perform 
periodic  audits  of  the  purcdi^e  card  program.  We  considered  managemmit  comments  on 
a  draft  of  this  report  when  preparing  the  final  report. 

The  Director,  Waslmgton  Headquarters  SCTvices  comments  were  responsive; 
therefore,  additional  comments  are  not  required.  We  renumbered  draft 
Recommendations  A.I.,  A.2.,  and  A.9.  to  A.l.a.,  A.l.b.,  and  A.l.c.;  renumbered 
Recommendations  A.3.,  A.4.,  A,5.,  and  A.7.  to  A.2.a.,  A.2.b.,  A.2.C.,  and  A.2.d.;  and 
renumbered  Recommendations  A.6.  and  A.8.  to  A.3.  and  A.4.,  respectively. 

We  appreciate  the  courtesies  extended  to  the  staff.  Questions  should  be  directed 
to  Mr.  Joseph  P.  Doyle  at  (70J)  604-9349  (DSN  664-9349)  or  Ms.  Bobbie  Sau  Wan  at 
(703)  W4-9259  (DSN  664-9259).  See  Appendix  I  for  the  report  distribution.  The  team 
members  are  listed  inside  the  bade  cover. 

By  direction  of  the  Deputy  Inspector  General  for  Auditing: 


k:.  lUeat 

Robert  K.  West 
Deputy  Director 

Contract  Management  Directorate 
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(Project  No.  D2002CM-01 17) 

Selected  Purchase  Card  Transactions  at 
Washington  Headquarters  Services  and 
Civilian  Personnel  Management  Service 


Executive  Summary 


Who  Should  Read  This  Report  and  Why?  Policy  makers,  senior  managers,  purchase 
card  program  managers,  approving  offieials,  and  cardholders  should  read  this  report  to 
help  identify  potential  problem  areas  in  their  purchase  eard  programs.  This  report 
identifies  eontrol  weaknesses  and  the  fraud,  waste,  and  abuse  that  ean  oeeur  in  the 
purehase  card  program,  some  of  whieh  have  been  identified  throughout  the  program. 
After  reading  this  report,  managers  will  be  able  to  better  assess  their  own  purehase  card 
programs  and  make  adjustments  that  will  strengthen  their  respeetive  programs. 

Background.  This  report  is  one  in  a  series  of  reports  that  documents  satisfaction  of  the 
requirements  in  Section  1007  of  the  FY  2003  National  Defense  Authorization  Aet  that 
the  Inspector  General  of  the  Department  of  Defense  perform  periodic  audits  of  the 
purehase  eard  program.  The  purchase  eard  is  a  Government-wide  eommercial  eharge 
card  available  to  offiees  and  organizations  for  the  purehase  of  goods  and  serviees.  In 
FY  2001,  DoD  made  10.6  million  purchases  with  the  Government  purehase  eard  totaling 
$6.1  billion;  in  FY  2002,  DoD  made  11  million  purehases  valued  at  $6.8  billion. 

This  audit  was  condueted  as  part  of  the  Joint  Audit  of  Seleeted  DoD  Purchase  Card 
Transactions  and  addressed  purchase  eard  transactions  at  two  DoD  field  aetivities,  the 
Washington  Headquarters  Services  and  the  Civilian  Personnel  Management  Serviee 
under  the  Defense  Human  Resourees  Aetivity.  The  Washington  Headquarters  Serviees 
provides  operational  support  and  administrative  services  to  DoD  Components,  and  the 
Civilian  Persormel  Management  Service  provides  eorporate  level  leadership  in  human 
resources  management  throughout  DoD.  For  the  Washington  Headquarters  Services, 
4,788  transaetions  valued  at  about  $6.9  million  were  reviewed.  For  the  Civilian 
Persormel  Management  Service,  five  transaetions  totaling  $169  were  identified  by  data 
mining  and  reviewed. 

Results.  Washington  Headquarters  Serviees  management  eontrols  for  the  purehase  eard 
program  did  not  ensure  that  4,047  purchases,  made  by  12  eardholders  in  the  Graphies  and 
Presentations  Division,  totaling  about  $6  million,  were  mission  related,  properly 
safeguarded,  and  provided  the  best  value  for  the  Government. 

Management  eontrols  for  the  purehase  eard  program  were  not  implemented  in  the 
13-person  Graphies  and  Presentations  Division  of  the  Washington  Headquarters  Serviees, 
resulting  in  about  $1.7  million  of  fraudulent  purchases  from  May  1999  through 
August  2002  and  at  least  $201,000  in  additional  abusive,  improper,  and  unauthorized 
purehases  (finding  A).  Property  costing  at  least  $50,000,  purehased  with  Government 
purehase  cards,  was  not  recorded  on  the  inventory  records  and  could  not  be  located.  As  a 
result,  an  undeterminable  amount  of  property  may  be  misplaeed,  lost,  or  stolen 


(finding  B).  Also,  cardholders  created  noncompetitive  procurements  by  using  split 
purchases  and  not  rotating  purchases  among  qualified  vendors.  As  a  result,  the 
Department  paid  one  vendor  $36,000  to  purchase  an  item  that  should  cost  $3,000  and 
may  not  have  received  the  best  value  for  purchases  totaling  at  least  $5 1 1 ,500  from  other 
vendors  (finding  C).  No  problems  were  identified  with  the  transactions  reviewed  for  the 
three  other  divisions  under  Washington  Headquarters  Services  and  the  two  cardholders  in 
the  Civilian  Personnel  Management  Service. 

The  Director  of  Washington  Headquarters  Services  should  initiate  a  review  and  take 
appropriate  administrative  actions  to  hold  the  approving  official  and  former  Agency 
Program  Coordinator  accountable  for  failure  to  perform  their  duties  under  the  purchase 
card  program;  hold  cardholders  responsible  for  repayment  of  unauthorized  and  abusive 
purchases;  and  hold  the  Director,  Real  Estate  and  Facilities  accountable  for  failing  to 
ensure  the  purchase  card  program  policies,  laws,  and  regulations  were  followed.  The 
Director  should  ensure  separation  of  duties  for  key  positions  of  oversight  and  allocate 
adequate  resources  to  accomplish  oversight.  The  Director  should  ensure  that  required 
controls  are  implemented  and  required  oversight  and  reviews  are  performed.  (For 
detailed  recommendations,  see  finding  A.)  The  Director  of  Washington  Headquarters 
Services  should  take  measures  to  record  and  safeguard  property  purchased  by 
cardholders.  A  complete  review  of  purchase  invoices  and  receipts  from  May  1999 
through  August  2002  should  be  conducted  to  identify  and  locate  pilferable  items.  Any 
missing  property  should  be  investigated  and  administrative  actions  taken  where  required. 
(For  detailed  recommendations,  see  finding  B.)  The  Director  of  Washington 
Headquarters  Services  should  require  periodic  reviews  of  all  purchase  card  transactions 
to  ensure  appropriate  use,  and  include  micro-purchases  as  part  of  its  annual  management 
control  program  review  and  place  emphasis  on  stopping  the  use  of  split  purchases  and 
vendor  preference.  (For  detailed  recommendations,  see  finding  C.) 

Management  Actions.  The  Under  Secretary  of  Defense  (Comptroller)/Chief  Financial 
Officer  established  a  DoD  Task  Force  on  March  19,  2002,  to  examine  the  management  of 
DoD  charge  card  programs.  On  June  27,  2002,  the  Task  Force  concluded  in  a  final  report 
that  even  though  the  DoD  charge  cards  were  used  appropriately  by  a  majority  of  the 
cardholders,  audits  and  investigations  revealed  incidents  of  misuse,  abuse,  and  fraud. 

The  Task  Force  report  contained  25  recommendations  for  changes  in  policies  and 
procedures. 

Management  Comments  and  Audit  Response.  The  Director,  Washington 
Headquarters  Services  is  initiating  a  thorough,  professional  investigation  headed  by  a 
Senior  Executive  outside  of  Washington  Headquarters  Services  to  determine  the  facts 
surrounding  this  report,  and  will  take  whatever  actions  are  deemed  to  be  appropriate  as  a 
result  of  that  investigation.  While  the  Director  did  not  concur  in  any  implication  that 
cardholders,  approving  officials,  the  Agency  Program  Coordinator,  or  the  Director,  Real 
Estate  and  Facilities  may  not  have  performed  their  duties  or  reviews,  the  Director  agreed 
to  determine  any  additional  culpability  and  potential  liability,  beyond  the  criminal 
sanctions  already  meted  out.  Also,  the  Director,  Washington  Headquarters  Services 
generally  concurred  with  all  of  the  recommendations  for  inventory  control  and 
contracting  methods.  Furthermore,  the  Director  stated  that  actions  would  be  taken  to 
strengthen  the  controls  on  the  purchase  card  program  by  implementing  the  required 
reviews  and  oversight.  The  Director  of  Washington  Headquarters  Services  comments  are 
considered  responsive  to  the  recommendations.  See  the  Findings  section  of  the  report 
and  Appendix  G  for  a  discussion  of  management  comments  and  audit  response,  and  the 
Management  Comments  section  of  the  report  for  a  complete  text  of  the  comments. 
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Background 


Section  1007,  “Improvements  in  Purchase  Card  Management,”  of  the  National 
Defense  Authorization  Act  for  Fiscal  Year  2003  (Public  Law  107-314, 

December  2,  2002),  states: 

That  the  Inspector  General  of  the  Department  of  Defense. .  .perform  periodic 

audits  to  identify- 

(A)  potentially  fraudulent,  improper,  and  abusive  uses  of  purchase  cards; 

(B)  any  patterns  of  improper  cardholder  transactions,  such  as  purchases  of 
prohibited  items;  and 

(C)  categories  of  purchases  that  should  be  made  by  means  other  than  purchase 
cards  in  order  to  better  aggregate  purchases  and  obtain  lower  prices. 

Federal  Purchase  Card  Program.  The  purchase  card  is  a  Government- wide 
commercial  charge  card  available  to  offices  and  organizations  for  the  purchase  of 
goods  and  services.  The  General  Services  Administration  (GSA)  awarded  the 
first  Government-wide  purchase  card  contract  in  1989.  The  Federal  Acquisition 
Streamlining  Act  of  1994  (Public  Law  103-355,  October  13,  1994)  established 
$2,500  as  the  micro-purchase  threshold  and  eliminated  most  of  the  procurement 
restrictions  for  purchases  identified  within  that  threshold.  In  1995,  the  Federal 
Acquisition  Regulation  (FAR)  designated  the  purchase  card  as  the  preferred 
method  to  pay  for  micro-purchases.  GSA  published  a  “Blueprint  For  Success: 
Purchase  Card  Oversight”  in  April  2002,  to  serve  as  an  information  source  for 
preventing  and  detecting  misuse  and  fraud  with  Government  purchase  cards. 
Purchase  cards  can  also  be  used  for  making  contract  payments. 

DoD  organizations  are  responsible  for  distributing  cards,  training  employees,  and 
managing  the  daily  aspects  of  the  purchase  card  program.  Each  participating 
organization  designates  an  office  to  manage  the  program,  which  includes  assuring 
that  training  is  provided,  a  current  list  of  cardholders  and  approving  officials  is 
maintained,  and  an  annual  oversight  review  of  the  program  is  performed.  Also, 
DoD  employees  are  assigned  as  “approving  officials”  to  authorize  and  approve 
purchases  for  payment.  Once  a  cardholder  makes  an  authorized  purchase,  the 
cardholder  and  the  approving  official  reconcile  the  purchased  goods  and  services 
with  the  bank  statement  prior  to  the  approving  official  requesting  payment  by  the 
Defense  Finance  and  Accounting  Service. 

According  to  GSA,  over  400,000  cardholders  in  about  60  agencies  made 
purchases  totaling  about  $13.8  billion  in  FY  2001.  GSA  reported  the  Government 
realized  savings  of  about  $1.3  billion  in  administrative  costs  by  using  purchase 
cards  in  FY  2001.  The  DoD  Purchase  Card  Program  Management  Office 
reported  in  May  2002  that  DoD  made  10.6  million  purchases  totaling  $6.1  billion 
and  realized  $28.2  million  in  rebates  in  FY  2001. 

Purchase  Card  Joint  Program  Management  Office.  The  Under  Secretary  of 
Defense  for  Acquisition,  Technology,  and  Logistics  is  responsible  for  purchase 
card  policy  and  oversight,  in  coordination  with  the  Under  Secretary  of  Defense 
(Comptroller)/Chief  Financial  Officer  on  related  finance  and  accounting  policy. 
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In  1998,  the  Deputy  Secretary  of  Defense  established  the  DoD  Purchase  Card 
Program  Management  Office  to  provide  a  centralized  program  management 
structure  over  the  purchase  card  program.  As  of  September  2001,  DoD  had 
23 1,856  purchase  cardholders.  The  Inspector  General  of  the  Department  of 
Defense  (IG  DoD)  and  military  audit  organizations  issued  more  than  300  reports 
on  purchase  cards  between  FY  1996  and  FY  2001  identifying  weaknesses  in  the 
DoD  purchase  card  program. 

In  2001,  at  the  request  of  the  Director,  Defense  Procurement,  the  IG  DoD 
established  a  new  audit  planning  subgroup  to  provide  oversight  and  coordination 
of  all  DoD  purchase  card  audits.  Additionally,  the  DoD  Purchase  Card  Program 
Management  Office  requested  that  the  joint  fraud  detection  and  prevention 
program  expand  its  program  to  formally  include  purchase  card  transactions, 
specifically  data  mining  efforts  conducted  by  the  IG  DoD  and  the  Air  Force  Audit 
Agency.  By  incorporating  fraud  indicators  in  data  mining  techniques,  purchase 
card  transactions  were  identified  for  review  in  Military  Departments,  Defense 
agencies,  and  field  activities  under  the  joint  audit.  The  IG  DoD  reviewed  the 
identified  transactions  for  the  Washington  Headquarters  Services  (WHS)  and  the 
DoD  Civilian  Personnel  Management  Service  because  the  organizations  did  not 
have  an  audit  or  internal  review  function. 

Washington  Headquarters  Services.  WHS  is  a  DoD  field  activity  that  provides 
operational  and  support  services  to  DoD  Components  and  non-DoD  activities. 

One  of  the  support  functions  WHS  provides  is  facilities  management  and  the 
associated  support  services  for  all  DoD-occupied  administrative  space  in  the 
National  Capital  Region.  The  Graphics  and  Presentations  Division  (Graphics 
Division),  in  the  Real  Estate  and  Facilities  (RE&F)  Directorate,  located  in  the 
Pentagon,  provides  support  services  such  as  visual  aids  for  briefings  and 
presentations,  displays  for  exhibits,  print  media  for  publications,  and  signs  and 
posters  for  special  events. 

DoD  Civilian  Personnel  Management  Service.  The  DoD  Civilian  Personnel 
Management  Service,  under  the  Defense  Human  Resources  Activity,  provides 
corporate  level  leadership  in  human  resources  management.  The  DoD  Civilian 
Personnel  Management  Service  develops  and  manages  human  resources  programs 
and  systems  for  DoD,  develops  and  recommends  policy,  provides  guidance  on  all 
aspects  of  civilian  personnel  management,  and  advises  all  levels  of  management 
in  DoD  regarding  human  resources. 

DoD  Charge  Card  Task  Force.  On  March  19,  2002,  the  Under  Secretary  of 
Defense  (Comptroller)/Chief  Financial  Officer  established  a  DoD  Task  Force  to 
examine  the  management  of  DoD  charge  card  programs.  The  Task  Force 
included  a  broad  membership  of  DoD  organizations  and  consulted  with  non-DoD 
organizations.  The  goal  of  the  Task  Force  was  to  develop  recommendations  to 
improve  the  Department’s  charge  card  programs  without  adversely  affecting  the 
effectiveness  of  the  programs.  The  Task  Force  concluded  that  the  Department’s 
purchase  card  and  travel  charge  card  programs  represent  sound  cost-saving 
business  practices  and  that  the  vast  majority  of  our  military  and  civilian  personnel 
use  Government  charge  cards  appropriately  and  exercise  proper  fiscal 
stewardship  of  taxpayer  resources.  Problems,  however,  were  identified.  Purchase 
card  audits  and  investigations  revealed  incidents  of  misuse,  abuse,  and  fraud. 
Causes  included  inadequate  command  emphasis  and  poorly  enforced  internal 
controls.  The  Department  of  Defense  Charge  Card  Task  Force  Final  Report, 
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June  27,  2002,  contained  25  recommendations  for  change  in  policies  and 
procedures.  The  recommendations  included  increasing  management  emphasis 
and  implementing  improved  management  metrics,  strengthening  internal  controls 
and  increasing  the  tools  available  to  managers  for  enforcing  those  controls,  and 
enhancing  the  capability  of  the  workforce  to  accomplish  assigned  charge  card 
responsibilities,  to  include  training  and  recommending  the  minimum  skills 
required  to  perform  essential  charge  card  management  tasks. 

Objectives 


Our  overall  audit  objective  was  to  determine  whether  selected  purchases  made  by 
cardholders  identified  through  data  mining  techniques  were  appropriate. 
Additionally,  we  reviewed  the  management  controls  related  to  the  identified 
purchase  card  transactions.  See  Appendix  A  for  a  discussion  of  the  scope  and 
methodology  and  our  review  of  the  management  control  program.  See 
Appendix  B  for  prior  coverage  and  Appendix  H  for  a  summary  of  potential 
monetary  benefits. 
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A.  Purchase  Card  Accountability 

Washington  Headquarters  Services  (WHS)  purchase  card  program 
controls  were  not  followed  in  the  Real  Estate  and  Facilities  (RE&F) 
Directorate.  The  condition  occurred  because  the  program  was  not 
properly  established  and  because  controls  were  not  enforced  throughout 
the  purchase  card  process.  The  approving  officials,  the  Agency  Program 
Coordinator  (Program  Coordinator),  and  the  Director  of  RE&F  did  not 
perform  their  duties  regarding  the  review  and  oversight  of  the  purchase 
card  program.  As  a  result,  the  Director  of  the  Graphics  and  Presentations 
Division  (Graphics  Division)  made  $1.7  million  in  fraudulent  purchases 
from  May  1999  through  August  2002.  Employees  were  also  allowed  to 
make  at  least  $201,000  in  additional  abusive,  improper,  or  unauthorized 
purchases. 

RE&F  Directorate 


The  key  positions  and  responsibilities  of  the  WHS  purchase  card  program  as  they 
relate  to  the  Graphics  Division  begin  with  the  cardholder  and  progress  to  the  head 
of  contracting. 

Cardholder.  Cardholders  may  use  their  purchase  cards  for  Government 
purchases  that  are  within  their  single  purchase  limits,  follow  agencies  policies  and 
procedures,  and  are  authorized  by  law  or  regulation.  The  cardholder  certifies  to 
the  approving  official  that  the  charges  on  the  cardholder  statement  are  accurate 
and  valid. 

Approving  Official.  The  approving  official  is  required  to  review  all  receipts 
attached  to  the  cardholder’s  statement  prior  to  certifying  the  approving  official 
monthly  statement  for  payment.  The  RE&F  Deputy  Director  was  the  responsible 
approving  official  for  the  Graphics  Division  Director  beginning  December  2001. 
The  Program  Coordinator  also  served  as  the  approving  official  for  the  Graphics 
Division  Director  from  at  least  May  1999  through  November  2001.  The  Graphics 
Division  Director  was  the  supervisor  and  the  approving  official  for  the  other 
1 1  cardholders  in  the  Graphics  Division. 

Agency  Program  Coordinator.  The  WHS  Program  Coordinator  was  responsible 
for  overall  management  of  the  RE&F  Government  purchase  card  program 
including  training  of  all  cardholders  and  billing  officials.  The  Program 
Coordinator  is  required  to  conduct  annual  program  reviews  as  well  as  random 
reviews  of  individual  cardholder  purchases  as  part  of  the  oversight  responsibility. 

Head  of  Contracting.  As  the  head  of  contracting,  the  RE&F  Director  issued  the 
WHS  standard  operating  procedure  and  administered  the  Government  purchase 
card  program  within  WHS.  The  head  of  contracting  is  responsible  for  issuing  the 
delegation  of  authority  to  cardholders,  approving  officials,  and  the  agency 
program  coordinator.  The  head  of  contracting  is  also  responsible  for  ensuring 
that  the  purchase  card  program  policies  and  procedures  and  all  applicable  laws 
and  regulations  are  followed. 
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Graphics  Division  Cardholders 


The  Graphics  Division  consisted  of  13  staff  members  of  which  12  were 
cardholders  under  the  Government  purchase  card  program.  Originally 
26  purchase  card  transactions  from  July  2001  through  December  2001  were 
selected  for  review.  However  based  on  questionable  purchases,  the  review  was 
expanded  to  4,047  transactions  from  September  2000  through  December  2001, 
totaling  $6,064,453. 

Implementation  of  Purchase  Card  Controls 


WHS  had  written  policies  and  procedures;  however,  the  basic  procedures  were 
not  followed  by  the  Graphics  Division  of  WHS.  The  lack  of  implementation  of 
the  policies  and  procedures  within  the  RE&F  Directorate  led  to  the  complete 
breakdown  of  the  purchase  card  program  in  the  Graphics  Division.  Some  of  the 
basic  controls  over  the  purchase  card  program  identified  in  the  WHS  Standard 
Operating  Procedures  and  best  practices  in  the  GSA  “Blueprint  for  Success: 
Purchase  Card  Oversight”  were  not  implemented  or  enforced. 

•  The  Graphics  Division  cardholders  did  not  maintain  required  purchase 
logs  with  descriptions  of  the  items  purchased. 

•  Work  orders  or  purchase  requests  from  other  DoD  Components  were  not 
adequately  documented  with  a  signature  or  e-mail  to  verify  the  purchase 
request. 

•  Approving  officials  for  the  Graphics  Division  did  not  review  monthly 
purchase  card  statements  and  invoices  as  required  before  certifying  for 
payment. 

•  The  Director,  RE&F  circumvented  management  controls  by  not  requiring 
the  separation  of  duties  and  allowing  the  Program  Coordinator  to  also  be 
the  approving  official  for  the  Graphics  Director. 

•  Account  statements  for  the  Graphics  Division  did  not  contain  a  certifying 
statement  and  signature  block  for  the  approving  official  as  recommended 
by  bank  guidelines. 

•  The  Program  Coordinator  did  not  perform  the  required  annual  program 
review  or  random  reviews  of  cardholder  accounts. 

•  The  Program  Coordinator  issued  purchase  cards  to  Graphics  Division 
personnel  at  the  request  of  the  supervisor  without  the  required  written 
justification. 

•  The  Program  Coordinator  could  not  document  training  for  most  Graphics 
Division  cardholders  and  did  not  require  cardholders  to  take  refresher 
training. 

•  A  required  periodic  review  by  the  RE&F  Contracting  Office  was  done 
only  once  in  March  2000  and  was  not  adequate  since  it  focused  solely  on 
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existing  contracts  rather  than  on  all  transactions  to  verify  that  they  were 
legitimate  micro-purchases. 


DoD  issued  numerous  memorandums  and  reports  calling  for  improved  internal 
review  programs  and  appropriate  corrective  and  disciplinary  actions.  As  pointed 
out  in  the  “Department  of  Defense  Charge  Card  Task  Force  Final  Report,” 

June  27,  2002,  “Management’s  enforcement  of  internal  controls  is  an  essential 
element  to  ensure  accountability  of  purchase  card  use.” 

Accountability 


WHS  management  did  not  properly  establish  the  purchase  card  program  and  did 
not  hold  approving  officials,  the  Program  Coordinator,  and  the  head  of 
contracting  accountable  for  not  performing  their  duties  and  responsibilities  in 
executing  the  WHS  Graphics  Division  purchase  card  program.  WHS 
management  subsequently  assigned  the  former  Program  Coordinator  to  a  newly 
created  internal  review  position.  The  $1.7  million  of  purchases  by  the  Director  of 
the  Graphics  Division  (Graphics  Director)  with  Infinite  Network  Solutions  for 
fictitious  services  was  paid  erroneously  because  managers  of  the  program  did  not 
provide  review  and  oversight. 

Approving  Official  Review  of  Purchases.  The  approving  officials  for  the 
$1.7  million  in  fraudulent  purchases  made  by  the  Graphics  Director  did  not 
perform  the  required  review  of  the  cardholders’  monthly  statements  before 
certifying  the  official  statement  for  payment.  The  approving  official,  referred  to 
as  the  billing  official  in  the  WHS  Standard  Operating  Procedures,  is  the  person 
responsible  for  reviewing  cardholders’  monthly  account  statements,  ensuring 
purchases  are  made  in  accordance  with  the  FAR  and  agency  regulations,  and 
certifying  those  invoices  for  payment.  The  approving  official  is  also  responsible 
for  enforcing  the  WHS  Standard  Operating  Procedures  and  advising  the  Program 
Coordinator  of  misuse  of  the  card  and  initiating  disciplinary  action  as  appropriate. 

The  Graphics  Director  had  at  least  two  different  approving  officials  while  making 
fraudulent  purchases.  As  of  December  2001,  the  approving  official  was  the 
Deputy  Director  for  the  RE&F  Directorate;  however,  bank  records  indicated  that 
the  previous  approving  official  was  the  Program  Coordinator.  Neither  of  the 
approving  officials  fulfilled  the  requirement  to  review  monthly  account 
statements  and  purchase  documentation  for  the  fictitious  services  from  Infinite 
Network  Solutions.  According  to  the  Department  of  Justice  press  release, 
November  6,  2002,  the  Graphics  Director  produced  false  invoices  solely  for  the 
IG  DoD  audit.  This  means  that,  prior  to  the  audit,  these  invoices  did  not  exist  and 
could  not  have  been  reviewed  monthly  by  the  approving  official.  Both  approving 
officials  failed  to  review  the  cardholder’s  monthly  statements  and  supporting 
documentation  for  over  3  years,  from  May  1999  through  August  2002,  and 
allowed  the  Graphics  Director  to  make  the  $1.7  million  in  fraudulent  purchases. 

Agency  Program  Coordinator  Oversight.  The  Program  Coordinator  did  not 
perform  the  required  oversight  for  purchases  made  by  the  Graphics  Director. 
According  to  the  Program  Coordinator,  she  only  looked  into  the  Graphics 
Division  purchases  after  the  IG  DoD  auditors  discovered  purchased  items  missing 
and  expanded  the  review  to  include  all  Graphics  Division  cardholders.  The 
Program  Coordinator  stated  that  once  she  started  looking,  she  discovered 
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suspicious  purchases  and  “turned  someone  in  to  the  Defense  Protective  Service.” 
This  discovery  by  the  Program  Coordinator  of  suspicious  purchases  occurred  only 
days  before  the  IG  DoD  auditors  officially  referred  the  Graphics  Director  and 
purchases  from  Infinite  Network  Solutions  to  the  Defense  Criminal  Investigative 
Service  for  investigation.  The  Program  Coordinator  had  electronic  access  to 
purchase  card  transactions  and  a  variety  of  reports  available  from  the  bank  that 
should  have  been  used  to  detect  misuse  and  fraud.  However,  the  proportionately 
high  dollar  charges  and  the  heavy  use  of  one  vendor,  Infinite  Network  Solutions, 
went  unquestioned  by  the  Program  Coordinator,  allowing  the  $1.7  million  in 
erroneous  payments  to  go  undetected  for  3  years.  For  example,  the  bank’s 
account  activity  report  shows  each  transaction,  merchant  name,  and  dollar 
amount.  According  to  the  GSA  “Blueprint  for  Success:  Purchase  Card 
Oversight,”  the  report  is  particularly  useful  for  identifying  suspicious  merchants 
and  unusually  high  spending  patterns.  It  is  obvious  that  the  Program  Coordinator 
did  not  use  this  report  since  bank  records  show  a  high  percentage  of  monthly 
charges,  up  to  86  percent  in  July  2001,  going  to  Infinite  Network  Solutions  for 
what  appeared  to  be  computer  services. 

The  Program  Coordinator  was  subsequently  assigned  to  a  newly  created  internal 
review  position  in  the  Real  Estates  and  Facilities  Directorate.  Considering  the 
individuaFs  negligence  in  performing  approving  official  and  program  coordinator 
duties  as  well  as  a  conflict  of  interest  in  performing  current  internal  review  duties, 
we  question  assigning  the  former  Program  Coordinator  to  a  position  of  increased 
responsibility.  The  former  Program  Coordinator  will  now  be  responsible  for 
exposing  problems  that  could  have  occurred  when  the  Program  Coordinator  was 
responsible  for  oversight  of  the  purchase  card  program. 

Head  of  Contracting  Responsibility.  Management’s  responsibility  to  allocate 
resources  for  oversight  of  the  purchase  card  program  was  not  a  high  priority  in  the 
RE&F  Directorate.  The  Program  Coordinator  was  not  a  full-time  position  and  at 
one  point,  the  Program  Coordinator  was  allowed  to  concurrently  hold  the  position 
of  approving  official  for  the  Graphics  Director.  As  the  Head  of  the  Contracting 
Activity,  the  RE&F  Director  was  responsible  for  ensuring  that  the  purchase  card 
program  was  properly  established,  and  that  policies  and  procedures  and  all 
applicable  laws  and  regulations  were  followed.  A  required  periodic  review  by  the 
RE&F  Contracting  Office  was  done  only  once  in  March  2000  and  was  not 
adequate  since  it  focused  solely  on  existing  contracts  rather  than  on  all 
transactions  to  verify  that  they  were  legitimate  micro-purchases.  The  RE&F 
Director  was  responsible  for  appointing  the  Program  Coordinator,  approving 
officials  and  cardholders  and  setting  approving  official  and  cardholder  credit 
limits.  However,  the  RE&F  Director  did  not  officially  appoint  individuals  as 
approving/certifying  officials  or  as  agency  program  coordinator,  allowing  the 
duties  of  those  positions  to  be  taken  lightly  rather  than  following  established 
procedures  and  providing  the  necessary  program  oversight.  In  addition,  the 
RE&F  Director  was  also  responsible  for  holding  those  responsible  for  the 
oversight  accountable  for  performing  their  duties.  Therefore,  the  RE&F  Director 
was  also  negligent  in  performing  the  duties  related  to  oversight  of  the  WHS 
purchase  card  program. 

A  review  should  be  initiated  and  appropriate  administration  action  taken  against 
the  approving  official,  the  agency  program  coordinator  and  the  head  of 
contracting  for  failure  to  provide  adequate  oversight  to  the  purchase  card 
program. 
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Abusive,  Improper,  and  Unauthorized  Purchases 


The  lack  of  implementation  of  the  WHS  purchase  card  program  controls  in  the 
RE&F  Directorate  allowed  the  cardholders  in  the  Graphics  Division  to  make  an 
undetermined  amount  of  abusive,  improper,  and  unauthorized  purchases.  The 
Department  of  Defense  Office  of  the  Assistant  Inspector  General  for  Auditing 
officially  referred  suspicious  purchases  made  by  the  Graphics  Director  and  the 
Graphics  Deputy  Director  to  the  Defense  Criminal  Investigative  Service  for 
investigation  on  August  9,  2002.  Subsequently,  the  Graphics  Director  pled  guilty 
to  the  theft  of  $1,71 1,000,  was  relieved  of  her  Government  position,  and  was 
convicted  and  sentenced  in  the  United  States  District  Court.  The  Deputy  Director 
pled  guilty  to  the  theft  of  more  than  $30,000  in  Government  property  from  card 
purchases,  and  was  convicted  and  sentenced  in  the  United  States  District  Court. 
For  the  full  text  of  the  Department  of  Justice  press  releases  on  the  sentencing  of 
the  Graphics  Director  and  Deputy  Director,  see  Appendix  C. 

During  the  16  months  from  September  2000  through  December  2001,  cardholders 
in  the  Graphics  Division  also  made  at  least  $201,086  of  questionable  purchases 
ranging  from  excessive  electronic  equipment  to  novelties.  In  recent  General 
Accounting  Office  testimony  and  reports  on  DoD  purchase  card  problems,  the 
three  categories  of  questionable  purchases  have  been  defined  as  being  abusive, 
improper,  or  unauthorized.  Abusive  purchases  are  described  as  being  intended 
for  Government  use  but  not  having  a  valid  Government  need  or  purchased  at  an 
excessive  cost.  The  Graphics  Division  made  at  least  $173,509  of  abusive 
purchases.  Improper  purchases  are  for  Government  use  but  are  not  permitted  by 
law,  regulation,  or  DoD  policy.  The  Graphics  Division  made  at  least  $26,425  of 
improper  purchases.  Finally,  unauthorized  purchases  are  not  for  Government  use 
or  permitted  by  law  and  are  considered  potentially  fraudulent  when  they  appear  to 
be  for  personal  use.  The  Graphics  Division  made  at  least  $1,152  of  unauthorized 
purchases.  For  a  more  extensive  discussion  of  purchases  made  by  the  Graphics 
Division  cardholders  that  represent  each  of  these  categories,  see  Appendix  D. 

Conclusion 


The  lack  of  implementation  of  management  controls  within  the  RE&F  Directorate 
led  to  the  complete  breakdown  of  purchase  card  program  controls  in  the  Graphics 
Division.  The  fact  that  the  erroneous  payments  of  $1.7  million  were  made  for 
over  3  years  without  any  review  or  action  by  either  the  approving  official  or  the 
former  Program  Coordinator  clearly  indicates  that  they  were  negligent  in  the 
performance  of  their  duties.  Furthermore,  cardholders  in  the  Graphics  Division 
were  also  allowed  to  make  abusive,  improper,  and  unauthorized  purchases  of  at 
least  $201,086.  See  Appendix  H  for  the  summary  of  potential  monetary  benefits. 

Management  Comments  on  Finding  A  and  Audit  Response 

Summaries  of  management  comments  on  finding  A  and  our  audit  response  are  in 
Appendix  G. 
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Recommendations,  Management  Comments,  and  Audit 
Response 


Renumbered  Recommendations.  Draft  Recommendations  A.  1 A.2.,  and  A.9. 
have  been  renumbered  as  Recommendations  A. La.,  A.l.b.,  and  A.l.c.; 
Recommendation  A.3.,  A.4.,  A.5.,  and  A.7.  have  been  renumbered  as 
Recommendations  A.2.a.,  A.2.b.,  A.2.C.,  and  A.2.d.;  and  Recommendations  A.6. 
and  A.8.  have  been  renumbered  as  Recommendations  A.3.  and  A.4.,  respectively. 

A.l.  We  recommend  that  the  Director,  Washington  Headquarters  Services 
initiate  a  review  and  take  appropriate  administrative  actions  to: 

a.  Hold  purchase  card  approving  officials  and  the  former  Agency 
Program  Coordinator  accountable  for  failure  to  provide  adequate  oversight 
to  the  purchase  card  program. 

b.  Hold  cardholders  that  have  made  unauthorized  or  abusive 
purchases  responsible  for  repayment  to  the  Government  as  prescribed  in  the 
DoD  Financial  Management  Regulation. 

c.  Hold  the  Director,  Real  Estate  and  Facilities  accountable  for 
failing  to  properly  establish  the  purchase  card  program  and  ensure  the 
purchase  card  program  policies  and  procedures  and  all  applicable  laws  and 
regulations  were  followed. 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  in  part  and  is  initiating  a  thorough 
investigation  headed  by  a  Senior  Executive  outside  of  Washington  Headquarters 
Services  to  determine  the  facts  surrounding  this  report  and  will  take  whatever 
actions  are  deemed  to  be  appropriate.  The  Director,  Washington  Headquarters 
Services  did  not  concur  in  any  implication  that  the  cardholders,  approving 
officials.  Agency  Program  Coordinator,  or  the  Director,  Real  Estate  and  Facilities 
may  not  have  performed  their  duties  or  reviews.  However,  the  Director  agreed  to 
determine  any  additional  culpability  and  potential  liability,  if  any,  beyond  the 
criminal  sanctions  already  meted  out. 

Audit  Response.  We  consider  the  comments  to  be  responsive  to  the 
recommendations . 

A.2.  We  recommend  that  the  Director,  Washington  Headquarters 
Services: 


a.  Amend  the  Washington  Headquarters  Services  Standard 
Operating  Procedures  to  include  direction  regarding  separation  of  duties  for 
key  positions  of  oversight  in  order  to  minimize  the  risk  of  fraud  as 
recommended  by  the  General  Services  Administration,  “Blueprint  For 
Success:  Purchase  Card  Oversight.” 

b.  Direct  the  Director,  Real  Estate  and  Eacilities  to  hold  cardholders, 
approving  officials,  and  the  Agency  Program  Coordinator  accountable  for 
implementing  controls  and  performing  their  duties. 
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c.  Designate  the  Program  Coordinator  as  a  full-time  position  and 
allocate  the  resources  necessary  to  accomplish  all  the  required  oversight  and 
annual  reviews  of  the  purchase  card  program. 

d.  Enforce  the  Purchase  Card  Program  Standard  Operating 
Procedures  and  hold  cardholders,  approving  officials,  and  the  Agency 
Program  Coordinator  accountable  for  compliance  with  policies. 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  in  part  and  transferred  the  entire 
purchase  card  program  from  the  Real  Estate  and  Facilities  Directorate  to  the 
Budget  and  Finance  Directorate.  The  new  directorate  has  already  instituted 
additional  safeguards  and  oversight  and  implemented  changes  to  provide 
accountability.  Furthermore,  a  full-time  Program  Manager  has  been  appointed  to 
oversee  the  Program  and  will  serve  as  the  Primary  Program  Coordinator  and  will 
be  held  accountable  for  compliance  with  all  policies  and  procedures. 

Audit  Response.  The  comments  are  considered  responsive  and  no  additional 
comments  are  required. 

A.3.  We  recommend  that  the  Director,  Washington  Headquarters  Services 
direct  the  Program  Coordinator  to  accomplish  all  the  required  oversight  and 
annual  reviews  of  the  purchase  card  program. 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  and  has  already  directed  the 
Program  Coordinator  to  accomplish  all  required  oversight  and  annual  reviews. 

Audit  Response.  The  comments  are  considered  responsive  and  no  additional 
comments  are  required. 

A.4.  We  recommend  that  the  Director,  Washington  Headquarters  Services 
evaluate  the  decision  to  appoint  the  former  Program  Coordinator  to  a 
position  in  Internal  Review. 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  in  part  and  is  initiating  a  thorough 
investigation  headed  by  a  Senior  Executive  outside  of  Washington  Headquarters 
Services  to  determine  the  facts  surrounding  this  report  and  will  take  whatever 
actions  are  deemed  to  be  appropriate.  Prior  to  reviewing  the  results,  the  Director, 
Washington  Headquarters  Services  did  not  concur  in  any  implication  that  the 
decision  to  appoint  the  former  Agency  Program  Coordinator  to  a  position  in 
Internal  Review  was  in  any  way  inappropriate. 

Audit  Response.  The  comments  are  responsive  and  no  additional  comments  are 
required. 
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B.  Property  Accountability 

Property  costing  at  least  $50,000  purchased  by  the  Graphics  Division 
cardholders  with  the  Government  purchase  card  was  missing  from 
inventory  records  and  could  not  be  located.  This  occurred  because  the 
Graphics  Division  cardholders,  approving  officials,  inventory  custodian, 
and  the  Support  Services  Division  accountable  property  officer  did  not 
consistently  follow  guidelines  for  receiving  and  recording  property 
purchased  with  the  Government  purchase  card.  As  a  result,  the  Graphics 
Division  cardholders  purchased  items  of  an  undeterminable  amount  that 
were  subject  to  being  misplaced,  lost,  or  stolen. 


Unrecorded  Accountable  Property 

At  least  $50,129  of  property,  including  five  laptop  computers,  three  cameras,  nine 
video  players,  and  other  items  purchased  by  Graphics  Division  cardholders  could 
not  be  located.  During  the  audit,  a  physical  inventory  was  conducted  of  camera 
equipment,  portable  video  equipment,  and  laptop  computers  located  in  the 
Graphics  Division  in  the  Pentagon  to  determine  if  property  purchased  by 
Graphics  Division  cardholders  was  properly  recorded.  The  list  was  compared  to 
inventory  records  compiled  by  the  Information  Technology  Division  for 
computers  and  equipment  and  the  Support  Services  Division  for  cameras  and 
audio/video  equipment,  both  under  the  RE&F  Directorate.  Listed  below  are 
examples  of  some  of  the  items  missing  from  inventory  records  purchased  for 
$30,329.  Other  items  purchased  for  $19,800  were  also  missing  from  inventory. 

As  of  August  9,  2002,  the  items  were  still  unrecorded  and  missing  from  the 
Graphics  Division.  See  Appendix  E  for  a  list  of  the  unrecorded  and  missing 
properties. 

Laptop  Computers.  At  least  five  laptop  computers  purchased  for  $21,584  by 
one  cardholder  were  never  recorded  on  the  Government  inventory  records  and 
could  not  be  located.  The  serial  numbers  obtained  from  the  purchase  card 
receipts  were  compared  to  the  Information  Technology  inventory  records  of 
computer  equipment.  The  serial  numbers  could  not  be  located  on  the  inventory. 
Shipping  documents  indicated  that  at  least  one  of  the  laptop  computers  purchased 
was  shipped  directly  to  the  cardholder’s  home  address. 

Cameras.  At  least  three  cameras  purchased  for  $1,580  by  three  separate 
cardholders  were  not  recorded  on  inventory  records  and  could  not  be  located. 

The  purchase  receipts  for  two  of  the  cameras  included  a  serial  number  for  the 
cameras.  The  inventory  records  were  checked  and  neither  serial  number  could  be 
located.  The  third  receipt  did  not  include  a  serial  number;  however,  the  inventory 
records  did  not  contain  a  camera  that  matched  the  model  number  of  the  camera 
purchased. 

Video  Players.  At  least  nine  digital  video  players  purchased  for  $7,165  could  not 
be  located  on  the  Support  Services  Division  inventory  of  equipment.  Repeated 
attempts  were  made  to  locate  the  video  players  in  various  Pentagon  displays  and 
storage  locations  with  no  success. 
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Accountable  Property  Responsibilities 

Cardholders.  The  Graphics  Division  cardholders  did  not  always  present  assets 
to  the  inventory  custodian  for  recording  on  inventory  records  when  purchases 
were  made.  Graphics  Division  cardholders  were  provided  a  copy  of  the  WHS 
Purchase  Card  Program  Standard  Operating  Procedures  (Operating  Procedures) 
during  initial  training  prior  to  receiving  the  purchase  card.  The  Operating 
Procedures  briefly  state  that  all  accountable  property  items  purchased  with  the 
card  should  be  reported  to  the  property  control  officer  for  inclusion  in  the 
inventory  system.  However,  no  clear  guidance  was  provided  to  cardholders  on 
the  proper  procedures  for  recording  the  items  purchased.  In  fact,  the  cardholders 
were  confused  as  to  whom  property  should  be  reported  when  purchased  because 
the  WHS  has  two  inventory  systems,  one  for  information  technology  items  and 
one  for  non-information  technology  items. 

Approving  Official.  The  Graphics  Division  approving  official  failed  to 
adequately  review  monthly  cardholder  statements  and  did  not  provide  any 
documentation  to  confirm  that  all  accountable  property  purchased  was  recorded 
on  inventory  records.  The  Director,  Defense  Procurement’s  memorandum  on 
Government  Purchase  Card  Internal  Control,  August  13,  2001,  addressed  DoD 
controls  on  the  purchase  card  program.  The  memorandum  states  that  certain 
controls  must  be  followed  in  order  to  ensure  proper  oversight  of  the  DoD 
purchase  card  program  at  all  levels.  Some  of  the  suggested  controls  include: 
billing  officials/approving  officials  must  verify  that  the  cardholder  was  authorized 
to  buy  items  on  the  monthly  statement,  the  items  have  been  received  by  the 
Government,  and  all  pilferable  items  and  other  qualifying  items  have  been 
properly  recorded  on  Government  property  records.  DoD  Instruction  5000.64 
defines  pilferable  items  as  items  “that  have  a  ready  resale  value  or  application  to 
personal  possession  and  that  are,  therefore,  especially  subject  to  theft.”  The 
memorandum  also  states  that  the  same  person  should  not  buy  and  receive  the 
item.  There  was  evidence  that  most  property  purchased  by  cardholders  was 
received  by  the  cardholder  or,  in  one  case,  shipped  directly  to  the  cardholder’s 
home  address. 

Property  Custodian.  According  to  the  property  custodian,  the  Graphics  Division 
did  not  have  a  systematic  method  of  capturing  accountable  property  purchased. 
Therefore,  inventory  records  did  not  reflect  all  Government  assets  obtained  with 
the  purchase  card.  When  made  aware  of  items  purchased,  the  property  custodian 
would  notify  either  the  Support  Services  or  Information  Technology  Divisions. 
The  Support  Services  Division  maintains  inventory  records  for  all  accountable 
property  except  computers  and  related  equipment,  which  are  controlled  by  the 
Information  Technology  Division. 

Accountable  Property  Officer  Responsibilities.  The  Support  Services  Division 
did  not  establish  a  system  for  the  Graphics  property  custodian  to  capture  all 
accountable  property  as  it  was  purchased,  or  provide  any  training  to  the  property 
custodian  related  to  inventory  tracking.  Also,  there  was  no  indication  from  the 
inventory  list  provided  by  the  Support  Services  Division  that  an  annual  inventory 
was  actually  conducted.  The  Support  Services  Division  accountable  property 
officer  (property  officer)  is  responsible  for  maintaining  inventory  records  for 
Office  of  the  Secretary  of  Defense  (OSD)  property  to  include  the  name  of  the 
property,  model,  serial  number,  stock  number,  location  of  the  property,  name  of 
the  activity,  and  other  descriptive  features.  The  property  officer  is  also  required 
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to  conduct  a  scheduled  inventory  at  least  annually  and  supervise  and  manage  all 
property  transactions  and  interface  regularly  with  the  property  custodian.  The 
Support  Services  Division  provided  a  certified  inventory  listing  of  Graphics 
Division  property,  excluding  computers,  as  of  June  17,  2002.  The  list  did  not 
include  the  date  of  the  last  physical  inventory  conducted  in  the  Graphics  Division 
and  did  not  include  several  items  purchased  by  the  Graphics  Division  cardholders 
during  this  review  period. 

Property  Management  System.  The  inventory  records  compiled  by  the  Support 
Services  Division  property  officer  did  not  include  at  least  three  cameras  and  nine 
digital  video  players  purchased  by  the  Graphics  Division  cardholders.  The  OSD 
Administrative  Instruction  94  (AI-94),  “Personal  Property  Management  and 
Accountability,”  November  6,  1996,  states  that  the  property  management  and 
accountability  function  is  the  responsibility  of  the  C)SD  property  officer  and  the 
Property  Management  Branch  in  the  Support  Services  Division  of  the  RE&F 
Directorate.  AI-94  directs  that  equipment,  furniture,  furnishings,  and  expendable 
or  nonexpendable  supplies  be  delivered  to,  received,  and  receipted  by  the  Support 
Services  Division  before  distribution  to  an  activity.  AI-94  describes 
nonexpendable  property  as  personal  property  that  retains  its  original  identity  and 
characteristics,  has  a  useful  life  of  more  than  1  year,  and  has  an  acquisition  cost  of 
$500  or  more.  Additionally,  the  memorandum  issued  by  the  Director,  Defense 
Procurement  on  August  13,  2001,  requires  all  pilferable  items  be  recorded  on 
Government  property  records.  The  heads  of  each  activity  have  the  responsibility 
to  appoint  a  property  custodian  in  writing. 

Automated  Information  Resource  Management.  At  least  five  laptop 
computers  purchased  by  one  cardholder  in  the  Graphics  Division  were  not 
recorded  in  the  inventory  records.  OSD  Administrative  Instruction  56, 

August  20,  1991,  assigns  responsibility  to  the  RE&F  Director  to  report  all 
acquired  and  excess  computer  and  telecommunications  resources  for  inclusion  in 
the  central  inventory  system.  Inventory  records  for  computers  and  related 
equipment  were  compiled  and  maintained  by  the  Information  Technology 
Division  within  the  RE&F  Directorate.  The  Graphics  Division  had  a  waiver  from 
the  Director  for  Information  Operations  and  Reports  to  purchase  graphics-specific 
computers  and  software.  This  waiver  did  not  exempt  the  Graphics  Division  from 
including  computer  equipment  it  purchased  in  the  central  inventory  system. 
However,  the  Graphics  Division  did  not  have  procedures  to  assure  that  computer 
equipment  was  reported  to  the  Information  Technology  Division  when  it  was 
purchased.  According  to  the  Director,  Information  Technology  Division, 
although  he  maintained  the  inventory,  he  felt  uncomfortable  being  responsible  for 
equipment  over  which  he  had  no  control.  He  also  felt  that  the  Graphics  Division 
should  be  held  responsible  for  control  over  the  items  it  purchased. 

Conclusion 


WHS  did  not  have  a  valid  inventory  record  of  accountable  property  purchased  by 
the  Graphics  Division  with  the  purchase  card  and  at  least  $50,129  worth  of 
Government  property  could  not  be  located.  The  Government  cannot  determine 
the  number  and  value  of  items  misplaced,  lost,  or  stolen  because  Graphics 
Division  cardholders,  approving  officials,  inventory  custodian,  and  the  Support 
Services  Division  accountable  property  officer  did  not  follow  guidelines  for 
receiving  and  recording  property  purchased  with  the  purchase  card. 


13 


Management  Comments  on  Finding  B  and  Audit  Response 


Summaries  of  management  comments  on  finding  B  and  our  audit  response  are  in 
Appendix  G. 

Recommendations,  Management  Comments,  and  Audit 
Response 

B.l.  We  recommend  that  the  Director,  Washington  Headquarters 
Services,  as  head  of  Administration  and  Management  for  the  Office  of  the 
Secretary  of  Defense,  amend  Administrative  Instruction  94  to  include 
pilferable  or  sensitive  items,  as  described  in  DoD  Instruction  5000.64  and  the 
Director,  Defense  Procurement  August  13,  2001,  memorandum,  as 
accountable  property. 

Director,  Washington  Headquarters  Services  Comments.  Responding  as  the 
head  of  Administration  and  Management  for  the  Office  of  the  Secretary  of 
Defense,  the  Director,  Washington  Headquarters  Services  concurred  in  part  and  is 
initiating  a  thorough  investigation  of  the  facts  surrounding  this  report.  The 
investigator  will  be  asked  to  make  recommendations  concerning  possible 
amendment(s)  to  Administrative  Instruction  94. 

Audit  Response.  The  comments  are  responsive  and  no  additional  comments  are 
required. 

B.2.  We  recommend  that  the  Director,  Real  Estate  and  Facilities, 
Washington  Headquarters  Services: 

a.  Ensure  that  the  Support  Services  Division  and  the  Accountable 
Property  Officer: 

(1)  Establish  and  maintain  a  system  for  capturing  all 
accountable  property  purchased  with  the  Government  purchase  card  in  the 
Graphics  and  Presentations  Division. 

(2)  Provide  training  to  the  Graphics  and  Presentations 
Division  inventory  custodian  on  maintaining  the  inventory  management 
records. 


(3)  Comply  with  requirements  for  a  scheduled  inventory  at 
least  annually,  and  conduct  unannounced  spot  checks  of  property  and 
inventory  management  records,  and  document  the  results. 

b.  Rescind  the  Graphics  and  Presentations  Division  waiver  to 
purchase  graphics-specific  information  technology  equipment  and  support, 
and  return  the  responsibility  for  purchasing,  support,  and  inventory  control 
to  the  Information  Technology  Division. 

c.  Ensure  that  the  Graphics  and  Presentations  Division  establishes 
procedures  to  properly  inventory  and  safeguard  items  purchased. 
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d.  Conduct  a  complete  review  of  invoices/receipts  for  purchases 
made  with  the  purchase  cards  from  May  1999  through  August  2002  to 
identify  all  pilferable  items  and  determine  the  full  extent  of  missing  property, 
investigate  the  disposition  of  all  missing  property,  and  take  required 
administrative  actions  as  needed. 

e.  Oversee  a  wall-to-wall  inventory  in  the  Graphics  and 
Presentations  Division  to  determine  the  full  extent  of  missing  property  and 
investigate  all  missing  property  as  required  by  Administrative 
Instruction  94,  “Personal  Property  Management  and  Accountability.” 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  or  partially  concurred  with  all  of 
Recommendation  B.2.  The  Director  concurred  with  establishing  a  system  for 
capturing  all  accountable  property,  and  providing  training  to  inventory  custodians 
and  complying  with  requirements  for  scheduled  annual  inventory.  The  Director 
stated  that  the  authority  to  purchase  information  technology  equipment  was 
rescinded  and  the  administration  of  technology  equipment  was  returned  to  the 
Information  Technology  Division,  a  supply  technician  was  assigned  to  the 
Graphics  and  Presentations  Division,  and  inventory  controls  are  being  enhanced 
and  implemented.  The  Director  partially  concurred  and  is  initiating  a  thorough 
investigation  of  the  facts  pertaining  to  this  report,  and  will  take  whatever  actions 
are  deemed  to  be  appropriate  as  a  result  of  that  investigation.  The  Director  also 
concurred  to  oversee  a  wall-to-wall  inventory  in  the  Graphics  and  Presentations 
Division  to  determine  the  full  extent  of  missing  property  and  investigate  all 
missing  property. 

Audit  Response.  The  comments  are  considered  responsive  and  no  additional 
comments  are  required. 
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C.  Contracting  Methods 

Washington  Headquarters  Services  cardholders  in  the  Graphics  Division 
used  purchase  cards  to  circumvent  the  simplified  acquisition  requirements 
in  Federal  Acquisition  Regulation  (FAR)  Part  13.  The  cardholders  were 
effectively  creating  non-competitive  procurements  by  using  split 
purchases  and  not  rotating  purchases  among  vendors.  This  occurred 
because  the  approving  officials  and  the  Program  Coordinator  did  not 
provide  adequate  oversight  of  cardholders’  activities  and  the  Contracting 
Office  did  not  perform  periodic  reviews  of  all  Graphics  Division 
purchases.  As  a  result,  the  Graphics  Division  paid  one  vendor  $36,000  to 
purchase  an  item  that  should  cost  $3,000  and  may  not  have  received  the 
best  value  from  other  vendors  for  at  least  $51 1,500  of  supplies  and 
services  purchased. 

Violation  of  FAR  Requirements 


WHS  cardholders  in  the  Graphics  Division  circumvented  the  simplified 
acquisition  requirements  for  competition  required  in  FAR  Part  13  by  not  using 
appropriate  contracting  methods.  Simplified  acquisition  procedures  are  required 
when  the  purchase  exceeds  the  $2,500  micro-purchase  threshold.  These  non- 
compliances  involved  split  purchases  and  lack  of  vendor  rotations  that  resulted  in 
no  price  competition.  For  purchases  above  the  $2,500  limit,  the  purchase  card 
may  be  used  as  a  method  of  payment  for  deliverables  under  another  form  of 
contracting  that  adheres  to  the  requirements  of  the  Competition  in  Contracting 
Act  and  the  FAR. 

Split  Purchases.  The  Graphics  Division  cardholders  split  the  purchase  of  items 
costing  more  than  $2,500  into  multiple  transactions.  Of  the  4,047  transactions 
that  occurred  between  September  2000  through  December  2001,  227  transactions 
were  determined  to  be  part  of  a  split  purchase.  Splitting  is  the  “intentional” 
breaking  down  of  a  known  requirement  to  stay  within  a  threshold  or  to  avoid 
having  to  send  the  requirement  to  the  contracting  officer.  FAR  13.003  prohibits 
splitting  purchase  requirements  into  more  than  one  transaction  to  avoid  the  need 
to  obtain  competitive  bids.  FAR  13.104  also  states  that,  when  using  simplified 
acquisition  procedures  over  $2,500,  at  least  three  sources  should  be  contacted  to 
promote  competition  to  the  maximum  extent  practicable.  The  Graphics  Division 
cardholders  violated  FAR  provisions  when  they  divided  single  acquisitions  into 
multiple  purchases  to  avoid  these  requirements.  The  split  purchases  ranged  from 
large  purchases  with  multiple  transactions  to  the  more  common  split  between  two 
transactions. 

American  Flag  Decals.  An  egregious  example  of  the  effect  of  a  split 
purchase  occurred  when  a  cardholder  divided  the  purchase  of  9,000  American 
flag  decals,  following  September  11,  2001,  into  18  separate  purchase  card 
transactions.  Each  transaction  was  for  500  decals  at  $2,000  with  most  invoices 
dated  September  21,  2001.  Impact  Communication  Strategies  charged  $4.00  each 
with  rush  delivery  for  a  total  of  $36,000.  During  the  audit,  we  contacted  another 
vendor  on  the  Graphics  Division  contractor  list  for  a  price  quote.  The  quote  for 
10,000  of  the  same  small  American  flag  decal  was  $.30  each  for  a  total  of  $3,000 
with  1-day  expedited  service.  We  also  determined  that  it  is  standard  for  decals  to 
be  printed  at  one  time,  not  500  a  day,  and  10,000  decals  would  take  only  a  few 
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hours  to  print.  Splitting  the  purchase,  instead  of  following  simplified  acquisition 
procedures  to  contact  three  vendors  for  quotes  when  costs  were  over  the  $2,500 
micro-purchase  threshold,  caused  the  Department  to  overpay  by  $33,000  or 
1,333  percent.  A  similar  flag  decal  was  purchased  at  a  local  drug  store  for 
$.29  each.  The  following  is  the  approximate  size  of  the  flag  decal  purchased  from 
Impact  Communication  Strategies  for  $4.00  each. 


Approximate  size  of  the  flag  decal  purchased  from  a  local  drug  store  for 
$.29  each. 


Interactive  CD-ROM  Project.  In  another  example,  the  Ciraphics 
Director,  as  the  approving  official,  directed  a  cardholder  to  make  22  individual 
purchases  from  Streamline  Design  and  Development  totaling  $50,668  to  develop 
an  interactive  historical  CD-ROM  (compact  disc  read-only  memory)  of  previous 
Secretaries  of  Defense.  Clearly,  this  project  exceeded  the  purchase  card  limit 
from  the  beginning  and  should  have  been  competed  under  some  form  of  contract 
to  obtain  the  best  value  for  the  Government.  The  cardholder  indicated  that  the 
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approving  official  determined  the  scope  of  work  for  the  entire  project  prior  to 
directing  the  purchases  and  determined  the  tasking  for  each  of  the  22  purchases. 

Overhead  Projectors.  An  example  of  a  smaller  split  purchase  appeared 
to  occur  when  two  cardholders  made  separate  purchases  from  National 
Audiovisual  Supply  on  the  same  day  for  identical  overhead  projectors  for  the  total 
cost  of  $4,862.  Both  purchases  resulted  in  sequential  vendor  invoices  and  were 
shipped  to  the  same  person.  Therefore  the  purchases  would  stay  within  the 
$2,500  purchase  card  limit  and  subsequently  avoided  obtaining  the  price 
competition  required  with  other  contracting  methods. 

Vendor  Rotation.  The  Graphics  Division  cardholders  effectively  established 
sole-source  procurement  by  not  rotating  vendors  or  not  establishing  a  competed 
contract  for  supplies  and  services.  Purchase  cardholders  are  required  to  rotate 
purchases  among  a  list  of  qualified  vendors  to  obtain  price  competition.  The 
Graphics  Division  provided  a  list  of  qualified  vendors;  however,  some  were  used 
almost  exclusively  for  routine  purchases,  creating  a  form  of  sole-source 
procurement.  The  solicitation  of  quotes  or  offers  from  a  reasonable  number  of 
sources  or  documented  sole-source  justification  is  required  for  any  purchase  over 
$2,500.  Where  rotating  vendors  is  not  appropriate  for  routine  purchases  of  like 
items,  the  preferred  methods  would  be  blanket  purchase  agreements  under 
FAR  13.303  or  indefinite  delivery  contracts  under  FAR  Subpart  16.5.  These 
methods  would  assure  that  the  Government  obtains  the  best  value  and  cardholders 
would  still  use  their  purchase  cards  for  payments. 

Framing  Services  and  Supplies.  The  Graphics  Division  cardholders 
collectively  made  478  purchases,  totaling  $343,931,  from  All  Around  Art  during 
the  16-month  period  under  review.  All  of  the  purchases  were  for  similar  framing 
services  and  supplies  such  as  the  matting  and  framing  of  pictures  and  certificates 
for  the  Office  of  the  Secretary  of  Defense,  core  boards,  matte  boards,  gator 
boards,  and  various  other  related  framing  items.  Out  of  30  vendors  on  the 
Graphics  Division  vendor  list.  All  Around  Art  was  the  only  vendor  listed 
specifically  for  framing.  With  at  least  10  vendors  that  provide  framing  services  in 
the  Pentagon  area,  these  purchases  should  have  been  rotated  among  multiple 
vendors  or  paid  for  individually  with  the  purchase  card  under  a  contract  that  was 
issued  with  appropriate  competition. 

Poster  Printing.  The  Graphics  Division  cardholders  made  103  individual 
purchases  from  Visual  Access  totaling  $1 12,044  for  poster  set-up,  printing,  and 
laminating.  We  reviewed  the  Graphics  Division’s  vendor  list  and  determined  that 
1 1  other  vendors  provided  the  same  type  of  services  as  Visual  Access.  By  using 
only  one  vendor  and  not  establishing  a  blanket  purchase  agreement  or  indefinite 
delivery  contract,  the  cardholders  could  not  assure  that  the  Government  received  a 
fair  price  or  best  value  for  these  routine  purchases. 

Oversight  and  Reviews 


The  Graphics  Division  cardholders  received  little  or  no  oversight  to  prevent  the 
inappropriate  use  of  their  purchase  cards.  According  to  the  WHS  Operating 
Procedures,  there  were  to  be  two  levels  of  oversight  and  two  levels  of  review  to 
assure  that  purchases  adhered  to  the  provisions  of  the  FAR.  Oversight  by  the 
approving  official  and  then  the  Program  Coordinator  was  intended  to  prevent  the 
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use  of  split  purchases  and  lack  of  vendor  rotation.  A  periodic  review,  to  be 
conducted  by  the  Contracting  Office,  was  intended  to  evaluate  the  purchase  card 
program  effectiveness  and  compliance  with  prescribed  policies  and  procedures. 
Additionally,  the  Resources  Management  Office  within  the  RE&F  Directorate, 
where  the  Program  Coordinator  is  located,  was  to  conduct  random  inspections  of 
purchase  card  accounts  to  ensure  compliance  with  prescribed  policies  and 
procedures. 

Approving  Official.  The  Graphics  Director/approving  official  did  not  provide 
adequate  oversight  and  leadership  on  administering  the  purchase  card  program  for 
the  Graphics  Division.  The  approving  official  directed  a  cardholder  to  split  the 
purchase  for  1  project  into  22  separate  transactions.  As  a  warranted  contracting 
officer,  the  approving  official  was  obligated  to  practice  and  enforce  proper 
procurement  practices  such  as  avoiding  split  purchases,  rotating  vendors,  and 
promoting  competition.  FAR  13.104  states  that  the  contracting  officer  must 
promote  competition  to  the  maximum  extent  practicable  to  obtain  supplies  and 
services  from  the  source  whose  offer  is  the  most  advantageous  to  the 
Government. 

Agency  Program  Coordinator/Resources  Management  Office  Review.  The 

Program  Coordinator  did  not  perform  any  annual  purchase  card  program  reviews 
as  oversight  to  detect  unusual  spending  patterns.  The  Program  Coordinator  was 
responsible  for  the  overall  management,  oversight,  and  administration  of  the 
purchase  card  program.  One  of  the  key  items  pointed  out  in  the  GSA  booklet  for 
Program  Coordinators,  “Blueprint  for  Success:  Purchase  Card  Oversight,”  is  the 
use  of  bank  activity  reports  and  annual  reviews  to  detect,  among  other  things, 
unusually  high  spending  patterns  and  excessive  use  of  one  merchant.  Another 
item  specifically  listed  on  the  sample  annual  review  check  list  is  whether  the 
cardholder  has  split  requirements  to  stay  under  the  purchase  limit.  Coordinators 
are  told  to  look  for  repeated  orders  for  the  same  goods  and  services  during  a  short 
time  period.  The  WHS  Program  Coordinator  was  not  effective  in  identifying  and 
deterring  split  transactions  and  vendor  preference  in  the  Graphics  Division.  The 
Program  Coordinator  noted  the  high  use  of  one  or  two  vendors  by  several 
cardholders  but  felt  that  the  overall  use  of  vendors  appeared  normal  and  took  no 
further  action. 

RE«&F  Contracting  Office  Review.  The  Contracting  Office  did  not  understand 
that  it  was  required  by  the  WHS  Operating  Procedures  to  perform  periodic 
reviews  of  the  entire  purchase  card  program  to  evaluate  the  effectiveness  and 
compliance  with  prescribed  policies  and  procedures.  The  Contracting  Office 
conducted  a  self-inspection  from  March  20  to  March  24,  2000,  of  the  contractual 
documents  issued  and  administered  by  the  Graphics  Division.  The  self-inspection 
was  ineffective  in  determining  whether  the  Graphics  Division  cardholders  were 
using  their  purchase  cards  in  compliance  with  the  FAR  because  the  review  was 
limited  to  purchases  over  $2,500.  The  report  states  that  the  purchases  made  under 
simplified  acquisition  procedures  by  the  Graphics  Director,  a  warranted 
contracting  officer,  were  the  focus  of  their  review.  The  report  states  that  the 
review  of  transactions  below  the  $2,500  limit  was  cursory  in  nature  since 
cardholders  making  purchases  at  this  dollar  amount  are  under  the  oversight  of  the 
Resources  Management  Office.  Apparently,  the  Contracting  Office  was  not 
aware  of  its  responsibilities  for  the  purchase  card  program  as  assigned  in  the 
WHS  Operating  Procedures  and  therefore  did  not  perform  its  duties. 
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Conclusion 


Graphics  Division  cardholders  violated  provisions  of  the  FAR  and  effectively 
created  non-competitive  contracts  for  supplies  and  services  by  using  split 
purchases  and  not  rotating  purchases  among  vendors.  As  a  result,  the 
Government  may  not  have  received  the  best  value  for  at  least  $5 1 1,500  of  goods 
and  services  and  in  one  instance  overpaid  by  at  least  $33,000  for  American  flag 
decals. 

Management  Comments  on  Finding  C  and  Audit  Response 


Summaries  of  management  comments  on  finding  C  and  our  audit  response  are  in 
Appendix  G. 

Recommendations,  Management  Comments,  and  Audit 
Response 

C.  We  recommend  that  the  Director,  Washington  Headquarters 
Services: 

1.  Ensure  the  Director,  Real  Estate  and  Facilities  requires  the  Real 
Estate  and  Facilities  Contracting  Office  to  perform  periodic  reviews  of  all 
purchase  card  transactions  to  determine  whether  cardholders  are  using 
appropriate  contracting  methods  to  obtain  routine  supplies  and  services. 

2.  Ensure  the  Director,  Real  Estate  and  Facilities  requires  the  Real 
Estate  and  Facilities  Contracting  Office  to  include  micro-purchases  in  its 
self-inspection  as  part  of  its  annual  management  control  program  review. 

3.  Ensure  the  Director,  Real  Estate  and  Facilities  requires  the 
Program  Coordinator  to  follow  the  Washington  Headquarters  Services 
Standard  Operating  Procedures  to  include  periodic  reviews  and  oversight, 
and  retraining  with  emphasis  on  stopping  the  use  of  split  purchases  and 
vendor  preference. 

4.  Ensure  the  Director,  Real  Estate  and  Facilities  requires  the 
cardholders  to  follow  the  Federal  Acquisition  Regulation,  stop  split 
purchases,  and  rotate  purchases  among  vendors  when  using  the  purchase 
cards. 

Director,  Washington  Headquarters  Services  Comments.  The  Director, 
Washington  Headquarters  Services  concurred  with  Recommendation  C.2.  and 
concurred  in  part  to  Recommendations  C.I.,  C.3.,  and  C.4.,  and  has  transferred 
the  purchase  card  program  from  the  Real  Estates  and  Facilities  Directorate  to  the 
Budget  and  Finance  Directorate.  The  Director,  Washington  Headquarters 
Services  stated  that  the  full-time  Program  Coordinator  is  a  warranted  contracting 
officer  and  will  perform  the  required  reviews  and  make  determinations  and 
recommendations  concerning  proper  contracting  methods  for  micro-purchases 
using  the  purchase  card.  Additionally,  the  Director  of  the  Contracting  Office  will 
perform  reviews  as  required  and  include  micro-purchases  in  its  annual  inspection 
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and  management  control  program  review.  The  Director  also  stated  that  the 
Program  Coordinator  will  follow  the  Washington  Headquarters  Services  Standard 
Operating  Procedures  and  will  perform  required  periodic  reviews,  oversight,  and 
retraining;  and  will  assure  that  cardholders  follow  the  Federal  Acquisition 
Regulation,  stop  split  purchases,  and  rotate  purchases  among  vendors  when  using 
the  purchase  cards. 

Audit  Response.  The  comments  are  responsive  and  no  additional  comments  are 
required. 
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Appendix  A.  Scope  and  Methodology 


We  initially  reviewed  two  DoD  Civilian  Personnel  Management  Service  (CPMS) 
cardholders  and  six  WHS  cardholders  identified  through  data  mining  techniques. 
The  data  mining  focused  on  micro-purchase  threshold  cardholders  and  flagged 
84  transactions  by  the  8  cardholders  from  July  2001  through  December  2001,  of 
which  26  flagged  transactions  were  from  3  cardholders  at  the  WHS  Graphics 
Division.  For  each  cardholder,  additional  transactions  were  reviewed  to  obtain 
more  confidence  in  the  results.  Nine  additional  cardholders,  including  the 
Graphics  Director,  were  reviewed  after  additional  questionable  purchases  were 
identified.  The  table  below  reflects  a  summary  of  all  transactions  flagged  and 
reviewed.  For  results  on  the  flagged  transactions,  see  Appendix  F. 


Purchase  Card  Transactions 

Transactions 

Dollar  Value 

DoD  Field  Activities 

Flagged 

Reviewed 

Reviewed 

CPMS 

5 

5 

$  169 

WHS 

Alterations 

51 

303 

411,109 

USD*  (Policy) 

1 

1 

706 

Navy  Annex 

1 

437 

427,306 

Graphics  &  Presentations 

26 

4,047 

6.064.453 

Total 

84 

4,793 

$6,903,743 

*Under  Secretary  of  Defense 

To  accomplish  the  audit  objectives,  we  interviewed  key  management  personnel, 
approving  officials,  cardholders,  contracting  personnel,  and  property 
accountability  personnel.  We  reviewed  available  purchase  logs,  billing 
statements  and  supporting  documentation,  delegation  of  authority  letters, 
inventory  records,  and  training  records.  We  performed  a  physical  inventory  of 
pilferable  items  identified  during  the  review  of  purchase  receipts  in  the  WHS 
Graphics  Division. 

We  expanded  our  coverage  at  the  WHS  Graphics  Division  based  on  excessive  use 
of  one  or  two  vendors,  potential  split  purchases,  and  purchase  card  items  missing 
from  inventory.  From  the  12  cardholders’  records,  we  identified 
4,047  transactions  valued  at  over  $6  million  processed  between  September  2000 
and  December  2001.  We  reviewed  all  of  these  purchase  card  transactions. 

We  referred  two  cardholders  and  various  vendors  with  suspicious  purchase  card 
activity  to  the  Defense  Criminal  Investigative  Service  for  further  investigation  on 
August  9,  2002.  We  were  unable  to  complete  some  cardholder  interviews  and 
other  planned  audit  steps  because  of  the  investigation.  The  limitations  on 
obtaining  additional  information  did  not  adversely  affect  the  results  of  the  audit. 
The  audit  report  was  delayed  until  all  criminal  activity  was  investigated  by  the 
Defense  Criminal  Investigative  Service  and  prosecuted  by  the  U.S.  Department  of 
Justice. 

We  performed  this  audit  from  May  2002  through  April  2003  in  accordance  with 
generally  accepted  government  auditing  standards. 
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Use  of  Computer-Processed  Data.  We  relied  on  computer-processed  data 
provided  by  the  Defense  Manpower  Data  Center  to  achieve  the  audit  objectives. 
Although  we  did  not  perform  a  formal  reliability  assessment  of  the  computer- 
processed  data,  we  did  compare  cardholder  monthly  purchase  card  statements  to 
the  computer-processed  data  and  did  not  find  errors  that  would  preclude  use  of 
the  data  to  meet  the  audit  objectives  or  that  would  change  the  conclusions  in  this 
report.  The  computer-processed  data  originally  provided  by  the  Defense 
Manpower  Data  Center  did  not  include  any  of  the  transactions  of  the  additional 
nine  cardholders.  However,  because  we  did  a  100  percent  review  of  the  Graphics 
Division  purchases  for  the  entire  period,  the  reliability  of  the  computer-processed 
data  was  not  relevant. 

General  Accounting  Office  High-Risk  Area.  The  General  Accounting  Office 
has  identified  several  high-risk  areas  in  DoD.  This  report  provides  coverage  on 
the  DoD  high-risk  area  to  improve  processes  and  controls  to  reduce  contract  risk. 

Management  Control  Program  Review 


DoD  Directive  5010.38,  “Management  Control  (MC)  Program,”  August  26,  1996, 
and  DoD  Instruction  5010.40,  “Management  Control  (MC)  Program  Procedures,” 
August  28,  1996,  require  DoD  organizations  to  implement  a  comprehensive 
system  of  management  controls  that  provides  reasonable  assurance  that  programs 
are  operating  as  intended  and  to  evaluate  the  adequacy  of  the  controls. 

Scope  of  the  Review  of  the  Management  Control  Program.  We  reviewed  the 
adequacy  of  WHS  controls  over  its  purchase  card  program.  Specifically,  we 
reviewed  the  controls  and  oversight  of  the  program  in  the  Graphics  Division  by 
examining  purchase  card  transactions,  determining  the  controls  for  the  purchases, 
and  assessing  the  role  of  the  approving  official  and  the  Program  Coordinator.  We 
also  reviewed  management’s  self-evaluation  applicable  to  those  controls. 

The  Defense  Human  Resources  Activity  statement  of  assurance  and  its  purchase 
card  program  was  an  assessable  unit  with  no  deficiencies  reported.  We  did  not 
specifically  review  purchase  card  management  controls  for  CPMS  (a  division  of 
the  Defense  Human  Resources  Activity),  because  there  was  no  indication  of 
problems  with  the  flagged  purchase  card  transactions  reviewed. 

Adequacy  of  Management  Controls.  We  identified  material  management 
control  weaknesses  for  the  WHS  purchase  card  program  as  defined  by  DoD 
Instruction  5010.40.  WHS,  RE&F  Directorate  management  controls  for  the 
purchase  card  program  were  not  adequate  to  ensure  that  purchases  made  at  the 
Graphics  Division  were  mission  related,  properly  safeguarded,  and  provided  the 
best  value  to  the  Government.  Purchases  reviewed  did  not  always  support 
mission  needs  nor  were  they  properly  documented.  The  purchases  were  not 
appropriately  accounted  for  on  property  records  and  in  some  cases,  the  property 
was  missing.  In  many  cases,  purchases  were  split  into  multiple  transactions  to 
avoid  exceeding  the  micro-purchase  threshold  of  $2,500.  Many  purchases  were 
made  from  the  same  vendors  for  similar  items  that  should  have  been  rotated  or  an 
alternative  purchasing  method  used  that  would  be  more  advantageous  to  DoD. 

The  approving  officials  did  not  properly  review  purchases  adequately  before 
certifying  for  payments.  All  recommendations,  if  implemented,  will  improve  the 
management  of  the  WHS  purchase  card  program  and  could  result  in  monetary 
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benefit  of  an  undeterminable  amount.  The  monetary  benefit  is  undeterminable 
because  we  cannot  predict  the  savings  from  deterring  fraud,  waste,  and  abuse  in 
the  purchase  card  program.  A  copy  of  the  report  will  be  provided  to  the  senior 
official  responsible  for  management  controls  in  the  Washington  Headquarters 
Services  Office. 

Adequacy  of  Management’s  Self-Evaluation.  WHS,  RE&F  Directorate 
identified  contract  and  procurement  as  an  assessable  unit.  However,  in  its 
evaluation  of  contracting  in  the  Graphics  Division,  RE&F  officials  did  not 
identify  the  specific  management  control  weaknesses  identified  by  the  audit 
because  the  evaluation  did  not  cover  the  entire  purchase  card  program  in  their 
ongoing  self-inspection  program. 
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Appendix  B.  Prior  Coverage 


General  Accounting  Office  (GAO) 


GAO  Report  No.  GAO-03-292,  “Purchase  Cards:  Control  Weaknesses  Leave  the  Air 
Force  Vulnerable  to  Fraud,  Waste,  and  Abuse,”  December  20,  2002 

GAO  Testimony  No.  GAO-03-154T,  “Purchase  Cards:  Navy  Vulnerable  to  Fraud  and 
Abuse  but  Is  Taking  Action  to  Resolve  Control  Weaknesses,”  October  8,  2002 

GAO  Report  No.  GAO-02-1041,  “Purchase  Cards:  Navy  Is  Vulnerable  to  Fraud  and 
Abuse  but  Is  Taking  Action  to  Resolve  Control  Weaknesses,”  September  27,  2002 

GAO  Report  No.  GAO-02-732,  “Purchase  Cards:  Control  Weaknesses  Leave  Army 
Vulnerable  to  Fraud,  Waste,  and  Abuse,”  June  27,  2002 

GAO  Testimony  No.  GAO-02-676T,  “Government  Purchase  Cards:  Control  Weaknesses 
Expose  Agencies  to  Fraud  and  Abuse,”  May  1,  2002 

GAO  Report  No.  GAO-02-406,  “Education  Financial  Management:  Weak  Internal 
Controls  Led  to  Instances  of  Fraud  and  Other  Improper  Payments,”  March  28,  2002 

GAO  Report  No.  GAO-02-32,  “Purchase  Cards:  Control  Weaknesses  Leave  Two  Navy 
Units  Vulnerable  to  Fraud  and  Abuse,”  November  30,  2001 

GAO  Testimony  No.  GAO-01-995T,  “Purchase  Cards:  Control  Weaknesses  Leave  Two 
Navy  Units  Vulnerable  to  Fraud  and  Abuse,”  July  30,  2001 

IG  DoD 


IG  DoD  Report  No.  D-2003-109,  “Summary  Report  on  the  Joint  Review  of  Selected 
DoD  Purchase  Card  Transactions,”  June  27,  2003 

IG  DoD  Report  No.  D-2002-075,  “Controls  Over  the  DoD  Purchase  Card  Program,” 
March  29,  2002 

IG  DoD  Report  No.  D-2002-029,  “DoD  Purchase  Card  Program  Audit  Coverage,” 
December  27,  2001 

Army 


Army  Audit  Agency  Report  No.  A-2003-0072-FFG,  “Government  Purchase  Card 
Program:  U.S.  Army  Reserve  Readiness  and  Training  Center  Fort  McCoy,  Wisconsin,” 
December  27,  2002 

Army  Audit  Agency  Report  No.  A-2003-0026-IMU,  “Funding  Execution:  Task  Force 
Sinai,”  November  14,  2002 
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Army  Audit  Agency  Report  No.  A-2003-0054-FFG,  “Review  of  The  Army  Management 
Control  Process  (Fiscal  Year  2002):  An  Assessment  for  the  Secretary  of  The  Army,” 
November  13,  2002 


Navy 


Naval  Audit  Service  Report  No.  N2002-0070,  “Naval  Facilities  Engineering  Command 
Commercial  Purchase  Card  Program,”  August  14,  2002 

Naval  Audit  Service  Report  No.  N2002-0051,  “Naval  Sea  Systems  Command 
Commercial  Purchase  Card  Program,”  May  29,  2002 

Naval  Audit  Service  Report  No.  N2002-0032,  “Management  of  Purchase  Cards  at  Naval 
Support  Activity  Washington,”  February  25,  2002 

Naval  Audit  Service  Report  No.  N2002-0023,  “Management  of  the  Purchase  Card 
Program  at  Public  Works  Center,  San  Diego,  CA,”  January  10,  2002 

Air  Force 


Air  Force  Audit  Agency  Report  No.  F2002-0006-C06400,  “Air  Force  Purchase  Card 
Program,”  August  6,  2002 
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Appendix  C.  Department  of  Justice  Press 

Releases  for  Sentencing 


I  .S.  DriMrLTncal  of 
AifouTf  y 
jfMA?KrV 

Xl^LLUJI-'U. 

¥Rir^  ICRLT^ASFf 

F^ir  [Tiini^i3lti  F^ir  fiirLli^  ui^nndJtiiifi 

.UexMidnD.  Var^iiun  ^um.  IXTiblf^- 

JBiinuT-  n. 

FtiuJ  J  Unrlrd  SLuLm  Alanm^  for  die  HoF^rm  DuliicI  of 'Vcr^irua,  anjicmnLed 

dw  icn  lead  JIB  codi^  KDLhJeni  M  Qims^U  -1-1  ytjiz^old,  ofMiJiasHi^  V'irpaniiLirLUiiJted 

l^jrVaCI  CXAM^  AlN^mlnn  l»>  T  5  Ellti,  111  Ui  3T  imli^Ii^  jafiivuiHVi'i^nr  mil  SI  .7 

nicliiita  rtwU  liiu™  Drvpull  Mroi  u^uv'l^lvd  ihl  "Sovvirditfr  -6, cf  Ib^tt  irf" ifLT^-eniiiivnl 
fTn:f>n^'  i-'teJiiiniE^  from  liin'  UKol'a  Drpnrbnciil  L'>r  [>r«w  [MPAC  dinr^e  cwrd  lo  niuk^-ca^ 
SL,"7|  LjCHlOcif  dctiUjouf  [JiLmliiueF  fh^zn  □.ScolLlf  Sun  ■^pemted  by  □  D?-ii:hdmT 

LkoKPell.  die  d^iLam  ilo^bocrof  Liie  Pealuoa'i-Grnphicj  nnJ  PraeritiliDfu  Ddvisiiici,  wiu* 
rupcoui^lf  fdrfvodiiciii^  g^phies  druJ  anw«-k  fpi  PcfilQ^dn  hrielii^p  l-'riftTi  YAay  li4^^fKrn«sh 
Auk,upI  Biwiull  □  D^inrlmtiil  ■.irDekitw.'  FMrAC  lIluj-J  Ui  rn-i^-r 

D|ipey.'4djnDl^ly  522  laJ^r  ihltkIglhv  tifjEocnJ?  -Bid  wmas  fr\im  dSctiLIJe  cuniiKir^y  aeoiEJI^  In' 
cu-fficfufm  rr  f oLeiy  bP  Etcdi-lxlc  Ubr  liniijj  No  EoodF  or  f enicea  mn  ev*^  delivered  bo  Ibc- 
DeptirtnhenLol''Deheiue  fr-Pinllie-SerilllecomfiDiv  forsisy  oPdie  piuporleii  idei  cluLTEeiJ  la 
EiniuvcIL'e  IM  PaC  esrd  Mnu^el  I  ijiWi  lha  l^cjiartmcnJ  ofl^^enac-'B  poynmld  v,\ih  he  S-eaflll  e 
ti^FvlwiiiiT  ii"liL^-3i'lj^T™J  Bmi FtiVF  dinrv  mi  cJiv  jlfm -uf  utifli  ^uril  ™lutT"e  flir^'iLy 

In  dnljvr  lu -DurLcnl  die  IMTAC  dimple  csiJ  inirrliiuei;  Bmmll  onfoied  fdJH 

^EIveiceF'^']ucb  jh£^|iTO^'i[kd  lo  EDdJlacF  ^rom  dir  Deportniml  orDefenaLc,  CHIice- DrinepecLoa- 
Guiierh].  duriog  on  nuiiil  lm  Jane  2002.  Id  ijne-infLuiee.  rimsFell  FiiboiiEleiJ  fBlFe]ni.>jioei  frojii 
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^liJiAJiy  ful  ^iddlll^Ohl  flit  [ht  FskniUy  C^ihn 
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Office  indlheCnFpBcrinrGeTKnil..  OqiaitmefLl  nl'Oel^p^  OEfeniEOirniniil  iTfvcibji^rivE 

lln^  •cuK  'p»a£^  .Aiifblajal  UoikLliZiiCifaj  Aclunwy  L\  Lru-k^M. 


II. ..Si.  n<f]urtnrn>l  4if  Jiuhicc 
iSmlai 


?rH  Ar.r.|..4v^p  'spjjtfP^ 

NEWS  RELEASEE 

For  Ininirdblt-  Rfkuxi!  Fur  furl  h^r  inrotrniBtiiiia  ci^nlucl 

AUriaiMlnia.  Vlrf  ilLla  ^^tli  JJIHlil^ 

Faul  J.  McNuiv,  UiLiui  ^uus  Auiodiey  fi^ilu^Easi^  l>!£fki  Df  Virgbia.a^iiHUKt]d 
\ijiat}f  ihtfi  Brl^i  Tiw^,  31^  ytm  LJd.  cif  Sa^iJE^Lii,  W-iaJiuigjoaii,  ^kd  ^ily  KHky  in  Uiiid 
£[ jlcf  Dii^  i«  ConK  in  AkKnodr  ta  i\y  rb:«ll  of  ^Q^nuTKn;  properly  Etonm^  fr-imi 
particifiiiliariiaa  rclcin?  wiIbhK  id^er,  XalbieenllrayseD^  Id  ike  nm!CFdL'.E  T>pnrtmeiil  af 
nE-box-  rKIF.^r  idiarpe  c  a-^  1d  \\ny  tc  <\w  ^  I  ^71 1 ,0X1  dF ftcl^ioiK  porcluiFs  &fini  InEiirD 
NCL^’LEl’i  SolJhnuiiij;  a  knr±d  in  ijkly  U:^  FhJilkA'X  Lbf  ihlliCiru:.  Ll^Il^i 

fues  aiiTmitmm  ^Icnco^f  uji  >«ia  lYiprbonnEiu,  a  iuiouf  ajid  fJIrcdlLlUiibn 

Jupdge  Loomie  N{.  BriLkma  ^cUtrutKinf  tr  Jume 

Feu^  M^iy  ]  diKj  U)^  Au[^vC  2^2,  BcajiLlI,  llu:  civ JlM  Ju^Idt  u(f  Uil 
Gi^phk^and  P^c^aiiaiion  Dr^^ion  wlio  craponaibk:  forprodn^Ug  $FB]iiic:a  and  auwofk  for 
PcttjQ^OL  tricEn^,  u£<d  her  CSIP AC  ebar]^  U>mikcavcE  S^Ofib^  pofclLaae^of^-odiafkl 
WTviccs  from  Infinjle  V? Iworic  SoJidioi?  Tivrinn  riElincTsd  m  ^WNk  or  arviDts  io  iNe 
Ecpatmcnl  Dp^LlLna:  friJEii  Ijidit.lE'NLLwrk  SahiLiumsf  fur  an'aFlii:  silc^  liiaj;^  [l» 

BraaadJ'a  IMPaCg^.  TK'Jianaud  Bc4£SGlhop^^frulK?twa^ii'apayTTimia.  Tivnupaid 
biafadll  kf  aluu^  of  die  pfoceed^  ui  die  idrmof^^afaajLdoaelLkr'aohtGlca. 

In  uelIet  Ld  cunevdL  iJiE  fiLLLjuiu  ]MPACLhar|i^  lsiI  puTLlmo.  BratiiElL  ciifalEd  fabif 

Lin-oitti  T^iiichiiit  pro^'id^d  Inaudjore  fromik  Depannieiii  oiD^^th^OUkt  of  liiapeew 
GejietaidAnb^an  audit  b  JuiioS^  lout  b^aft^x  BrasaelJ  aii^ni^Lodfabe  iii.'oi:^  io^fi 

N^ofk  SuiuiHHU  forj^pdiK^-ATid  nriniorlc  for1lLoFciiiai^nFaniiyAE9iainn«  Oenicri 
wbich  v:m  LreilxJ  Id  pravidE  LLHUUElinij.  jod  m|ipDcl  Id  viL'tJrrw  jjiJ  jun-ivara  tif  friE  S^pItfiribcT 
1 ZOn  I  ^  ajtiaok  Da  did  Fdnb^urL  In  ±ix  inxIanDr,  Lbc  IrjiidiildTit  ic/DiocN  taL^dLy  brllBd  uva 
t-]36jC)40  Sidr  jcaplik  t^ppi>jn  ioE  rlie  CtLober  ]  L.,  ^],  -^'boaid  foe 

'  biD^^n^hy  bonrek"  «1ii^  piirport^ly  ttad  pn^vtdtd  p«7)9oaaJ  [nfoimjK  k^n  abfiu  i  cm  li  of  ie 

vklLHF  af  Lbf  FdnLifaa  a£lai±. 

ri^^iajiiit'aa  a  Ei^ve  $dij^  Do^iLber  l4,  ^CKi^.a^d  frjuml  Ivi^  tuidi^  an  aj^nir^d 
naiTK  ill  Ptioeuix  Aii^a,  -on.  Fcliufiy  V,  !(X>3.  He  a  rrefi  ed  b>'  a  apec  ipeul  o  f the 
ItefenwCrinlial  ijivcdigiflLvc 
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On  yovtn]ba6,  2002.  BrasKllwa  cc*i'icKdof  iliclQf^c^iimcnLprupeny 
ppj?  Lnlfaif  ncheniE^iJ-Wiif  nfnlEncarl  I'CiJ'?  rripnlhs  irnprlsanmavl  Ml 

TiLd  cade  d  ^oficofYiitvud^^llfQfiu  fraud  ajid^lrusc; 

viiltainht D^paruiEP^ o^I>:^^e^£iealKl ath^i die fj^Eed Aoanie^ liaf: 
oln^lrvfii  wnvici  iofis  in  pvericii  cas«  En^Tofiinfi  mipii{e-offK^cmr™i  c«d^  cords- 

Mr  MuNuLly  i^laJELi:  ~Tlis  dElifadari.  ^ung -vL'lLhi  He  iuLee,  ubi^rd  Lbc  biu!  vubfd  inhtfr 
CD  acoif^  ^iLlelulf  ofilic  Ct|!^flj^ii  Df  DeictiK  T1)is  oilfro^  w JL  cd 
o^«a^^J>"prfls«y1f  Jtwsfwhjo  libus?  ihcr  odTciBlpoEiliimLS  IwpcrscMlp^^ 

Tbc^E  W32  frivEC^nlEdljy  thE  Stalts  AEloncy'N  Qfticd  jjhI  liiE  FrEgidE^nr 

G^dif^iaL  D^atDiUiii  Df  Dt^cJli£,  ]>iciis^Cri[iidai[jivi£$ci^aLhit  Iku  ow 

prHCBKd  to’  As0^  oni  ITndl-ed  Si  ate  Afln  mej  RntwrtC.  Ericfacm 

I  t  if 
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Jlfpqrtnitfii-  nf 

SitatEi  ^tiffrrrry 
fill  tern  JJrjfrid' ey  I'irgurj 

J/fi  A».'AJii  AMI  I'Tt^PPJrW 
-Tbil^^  jJlJi 

NlilW  S  RFI.F.LSE 

Fiif  ininitilLiCE'  ItflnjjfL'  l>>ir  I'urlher  lalunBiiLiiMa: 

Ak-iiiLdvi^  Vhr^liLld  ^i^ui  ]>JI>lit!v^ 

.Unuiry  tt 

J'ttd  J.  'KIlNuIex',  L’iiiull  Anixiicy  i{\t  due  l^bsmi  llifiiicL  uf  VitpiLL  MruujiLjf^ 

I  fermer  DcpaiurKiic  of  Dtfcii^*  mpbv*^,  Kichlffii  CiotiDidli-'WariL  44.  of  Akacittdrifl. 
V'in^iKo,  KB?  Kineii«-d  Iwl^ui  lL>nJl«]  SJ-ole  Disfe-i^  in  AlfxiKkU^bylJif 
LLLhftJC  ?vl.  brjiIciTU.,  LhcJl  ul  ^^''[l1lIno]l  Emjpn-iy  !□!  ti'm^  m4ir  S?(J,lHXi  ieibJIiii;^  ljum 
CL'^idb  -^^tiit!  of  a;go>l^a-til3]CliJ[  didi]fo  o^d.  !s4£s.  C^ooidii-Word^u  ftiHOUcaJ;  lo 
rhcK  ^ins  iof  ojptfvijcil  protucioii  wif  di  bcijdtE  dbc  moiiLbf  of  ^ek  cionfmtixfii  vicb. 
Hky-lrcwnr  muul  UfJl^  XUlpDCkrElI  LD  ITuLf!  fail  lU  JLH  UlSCQ  Ea  IIe  U.  ^  ^VWIUTMILl  flX  tlu  iUiOV 
^^oU. 

\fc.  OflwHiti-Wnni  nvK  111?  i>-  Dimi  or  fci  <lw  Pciim  jkhi^  Grrhiis  +  nd 

PrcHoitMinn  Divi?™,  RjtjJ  Fjtil^  nndiFacilitin  RMmn,  '^^^hingliKLlLraiii^LarlErs  ^^a\ica^ 

vtali^b  pfudu^d  ^dptiica  :ijid  fcir  pr««iiui[i3fd  oiit  hriodjigd  ni  4k-  Pieiijci^.  SUe  u»di 

[leir  ^vsumajc  c}ior.p?  coj-d  pufolv^r  '^liicLisilK  Uifli  adLc-hhI  coc^rnrdlobHQ^n  uk 

Tfa^  E£tt|9  Inckidjcdnu^b  andrilED  Dii]^lTzn[,Q>  .  T?VT)  pbyEr^.ccuTT^ iilErfifii^ETil, 

ootxraa  too^  ord  o  [dr$eraor.  Ci»4ddb-^^^Ed  ihc^^'^rrLi^ocrd  Lfcdj  oofdnD 

hi>'  j  nd  ^id«]  ciitufmucfl  ind  o  irfripemor  for  tht  p«f»iiil  of  Ik?  Mpe  :n  rhc 

Poi  ti^uD.  AdilliiLnulJy,  In  Liikr  Ld  LmOod  ^\xoc  L>f  bcK:  EIlHf  Iidiii  ai  Liudh  cuidircf ud  m  Joh' 
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21X12  by  lie  DirpirLjTinil  ufDtzta:!:  Ie^klUie  IehiteiL  Mi.  diDOJl-clB-WLirij  li^llI  iDuD 
wrtJMwtopwcliM?  stoicriliD- tew  which  shflijidsiota  ^d  to  HIE?  ilwse  teosHi  be 

placed  in  the-  Hn  D  oiieDtiiy. 

Thbewia  p«i  dntpt  caH  uii 

il^ii^e  Uie  DeportErm  De^e  Tht  hk  iiveEtipnled  by  die  Uuiled  SIgIh 
Aimrne>"9  QfBw  mmI  ihe  lipp^dw  Cencr^i  Dppmtmenc  D^ftosc..  PeFew?  Onimiil 

bw'tsH^aiz^'t  Swifviia:  Ita  ait  pttmiKd  by  Asaiaaii  Httiitd  Ainmey  J^uberi  C. 

EiickaaiL 
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Appendix  D.  Abusive,  Improper,  and 

Unauthorized  Purchases 


In  addition  to  the  $1.7  million  in  fraudulent  purchases  made  by  the  Graphics 
Director,  cardholders  in  the  Graphics  Division  made  other  questionable  purchases 
ranging  from  excessive  computer  equipment  to  novelties  for  personal  use.  Recent 
General  Accounting  Office  testimony  before  Congress  and  reports  on  DoD 
purchase  cards  problems  defined  the  three  basic  types  of  questionable  purchases 
as  being  abusive,  improper,  or  unauthorized. 

Abusive  Purchases 


Abusive  purchases  are  defined  as  being  intended  for  Government  use  but  without 
having  a  valid  Government  need  or  purchased  at  an  excessive  cost.  Based  on 
auditors’  analysis,  the  cardholders  in  the  Graphics  Division  made  at  least 
162  purchases  valued  at  $173,509  that  had  no  apparent  Government  need  or  were 
at  an  excessive  cost.  Examples  are  as  follows. 

Portable  Digital  Video.  Cardholders 
purchased  1 1  portable  DVD  (digital  video 
disc)  players,  with  5.5-inch  to  9-inch  screens, 
in  aMition  to  several  other  regular 
DVD  players.  The  portable  DVD  players, 
costing  as  high  as  $1,580,  were  purchased  for 
use  in  the  video  kiosk  displays  throughout 
the  Pentagon.  The  reason  given  for  using 
smaller  and  more  expensive  DVD  players 
was  that  the  kiosk  space  was  limited.  A 
kiosk  display  was  physically  inspected 
during  the  audit,  and  a  small  portable 
DVD  player,  hidden  from  view,  was 
connected  to  a  large  liquid  crystal  display  screen.  The  space  was  large  enough  to 
accommodate  a  regular  DVD  player.  When  asked,  the  production  manager 
agreed  that  probably  only  three  or  four  DVD  players  would  be  operating  at  one 
time.  As  with  many  items  purchased  by  Graphics’  cardholders,  a  bona  fide  need 
for  1  or  2  players  may  exist,  but  the  purchase  of  1 1  portable  DVD  players  was 
both  excessive  and  an  abuse  of  Government  resources. 

External  CD  Writers.  On  November  6,  2000,  the  Graphics  Division  purchased  a 
professional  Fostex  CR-300  CD  (compact  disc)  writer  for  $877.  On 
March  21,  2001,  the  Graphics  Division  purchased  five  external  CD  writers 
totaling  $1,942.  The  CD  writers  were  not  listed  on  any  inventory  although  they 
were  pilferable  items.  However,  the  Information  Technology  Division  inventory 
list  shows  20  other  CD  writers  in  the  Graphics  Division;  9  at  workstations,  6  in 
the  server  room,  and  5  more  unopened  in  a  storeroom.  The  number  of  CD  writers 
appeared  to  be  excessive  based  on  the  size  of  the  staff  and  are  considered  abusive 
purchases. 
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Cameras.  Cardholders  purchased  an 
excessive  number  of  cameras.  According  to 
the  RE&F  customer  service  handbook  and 
Web  site,  the  support  services  provided  by 
the  Graphics  Division  did  not  include 
photography.  Although  1  or  2  cameras  may 
have  been  justified  for  the  13-person  division 
to  occasionally  record  events  for  graphic 
display,  the  number  and  variety  of  cameras 
purchased  by  the  Graphics  Division  showed 
an  abusive  use  of  fonds.  Additional  cameras 
were  purchased  with  39  various  cameras 
already  listed  in  their  inventory.  Despite  the 
purchase  of  a  Kodak  professional  camera  for 
$19,369  plus  $295  in  accessories  on 
October  4,  2001,  the  cardholder  purchased  another  camera  on  October  15,  2001, 
for  $1,951  plus  $16,127  in  accessories.  Other  cameras  purchased  were  a  $1,099 
Canon  Camcorder,  and  a  $1,799  Mamiya  with  a  $79.95  extended  warranty. 

Novelties.  The  Graphics  Division  spent  $57,000  on  the  purchase  of  a  variety  of 
customer  service  novelty  items  including  stainless  steel  coffee  mugs,  key  chains, 
and  tote  bags  imprinted  with  the  WHS  or  RE&F  logos  from  September  2000 
through  December  2001.  According  to  the  cardholder  that  made  the  purchases, 
these  were  given  away  as  promotional  items.  There  was  no  valid  Government 
need  for  the  Graphics  Division  to  purchase  novelties  to  give  away  to  other  DoD 
Components  to  promote  the  WHS  mission  and  its  services. 

Laptop  Computers.  The  Graphics  Division  spent  $21,584  on  the  purchase  of 
five  laptop  computers  that  could  not  be  located  in  addition  to  five  laptop 
computers  already  on  inventory  records.  According  to  the  Graphics  Director  that 
made  the  purchases,  the  laptops  were  used  occasionally  for  training  at  home. 
There  was  no  valid  Government  need  for  the  Graphics  Division  to  purchase  5 
additional  laptop  computers  mainly  for  at-home  training  for  1 1  of  13  employees. 

Power  Tools.  Several  items  were  purchased  and  received  by  the  cardholder 
reportedly  for  use  in  constructing  and  repairing  displays  throughout  the  Pentagon. 
However,  we  could  not  justify  the  need  for  these  items  or  verify  that  they  were 
ever  used  for  their  intended  purpose  since  the  construction  of  displays  is  usually 
contracted  out.  Also,  WHS  has  an  “Alterations  Working  Group”  facility 
equipped  with  an  elaborate  shop  to  provide  minor  construction  support. 

Portable  Table  Saw.  A  sales  receipt  from  Home  Depot  on 
October  1 ,  2000,  indicated  that  the  Graphics  Division  purchased  a  portable  table 
saw  for  $497.  The  table  saw  was  not  recorded  on  the  inventory  records,  and  the 
inventory  custodian  was  not  aware  of  its  existence.  The  table  saw  was  later 
located  in  a  storage  room  that  was  inaccessible  to  the  inventory  custodian.  The 
cardholder  claimed  that  the  saw  was  used  occasionally  to  create  and  repair 
displays.  We  interviewed  several  Graphics  Division  staff  to  determine  if  the  table 
saw  was  ever  used.  The  staff  members  said  that  they  had  not  seen  the  table  saw 
being  used.  The  production  manager  responsible  for  creating  and  repairing  the 
displays  stated  that  projects  are  usually  contracted  out  if  they  need  to  be 
constructed. 
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2.4  Cordless  Hammer  Drill.  A  sales  receipt  from  Home  Depot  on 
October  1,  2000,  indicated  that  the  Graphics  Division  purchased  a  2.4  cordless 
hammer  drill  for  $299.  The  drill  was  not  recorded  on  the  inventory  records  and  it 
took  over  5  weeks  for  the  cardholder  to  physically  produce  the  drill. 

12-mch  Sliding  Compound  Saw.  A  sales  receipt  from  Home  Depot  on 
November  5,  2000,  indicated  that  the  Graphics  Division  purchased  a  12-inch 
Sliding  Compound  Saw  for  $577  along  with  a  DeWalt  workstation  for  $279.  The 
sliding  compound  saw  and  the  workstation  were  not  recorded  on  the  inventory 
records  and  the  inventory  custodian  was  not  aware  of  their  existence.  The  sliding 
compound  saw  and  the  workstation  were  later  located  in  a  storage  room  that  was 
inaccessible  to  the  inventory  custodian. 

Improper  Purchases 


Improper  purchases  are  for  Government  use  but  are  not  permitted  by  law, 
regulation,  or  DoD  policy.  The  cardholders  in  the  Graphics  Division  made  at 
least  27  purchases  valued  at  about  $26,425  that  were  not  permitted  by  law, 
regulation,  or  DoD  policy.  Examples  of  improper  purchases  made  by  the 
Graphics  Division  cardholders  included  furniture  and  computer  equipment  not 
covered  by  a  waiver. 

Furniture.  The  Graphics  Division  purchased  computer  workstations,  wall 
cabinets,  storage  cabinets,  and  two  lecterns.  The  items  were  classified  as 
furniture  and  therefore  were  not  permitted  to  be  purchased  with  a  Government 
purchase  card  without  proper  waivers.  In  a  couple  of  instances,  the  Graphics 
Division  cardholder  did  not  provide  copies  of  the  invoices  for  the  purchases; 
therefore,  there  was  no  audit  trail  for  where  the  furniture  was  shipped. 

Computer  Equipment.  The  Graphics  Division  received  a  waiver  in  July  1996  to 
purchase  graphics-unique  computer  equipment.  This  referred  to  Apple 
Computers  and  peripherals  used  specifically  for  producing  graphic  designs.  The 
acquisition  of  all  other  computer  equipment  and  support  services  that  were  not 
waived  should  have  been  obtained  through  the  Information  and  Technology 
Division.  The  Information  and  Technology  Division’s  mission  was  to  provide 
approved  computers  and  computer  support  throughout  OSD.  The  Graphics 
Division,  however,  not  only  purchased  excessive  graphics-related  computers  but 
purchased  other  computers  and  equipment  such  as  Sony  LCD  (liquid  crystal 
display)  flat  screen  monitors  and  Dell  laptop  computers. 

Palm  Sized  Computer.  A  Graphics  Division  cardholder  purchased  an 
iPAQ  Pocket  PC  (hand  held  computer)  from  PC  Connection  on  November  15, 
2001,  for  $599.  The  iPAQ  is  about  the  size  of  a  calculator  and  comes  with 
standard  applications  like  Microsoft  Pocket  Word,  Excel,  and  Outlook.  This 
computer  is  not  graphics-related  and  not  covered  by  the  Graphics  Division 
waiver;  therefore,  the  purchase  was  not  authorized.  Additionally,  the 
Government  need  for  this  item  was  not  justified.  The  Graphics  Division  had 
more  than  enough  computer  workstations  in  the  office  and  ample  portable  laptop 
computers  for  working  outside  the  office. 
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Unauthorized  Purchases 


Unauthorized  purchases  are  not  for  Government  use  and  not  permitted  by  law. 
They  are  considered  potentially  fraudulent  when  items  appear  to  be  for  personal 
use.  The  cardholders  in  the  Graphics  Division  made  at  least  seven  purchases 
valued  at  $1,152  that  were  not  for  Government  use  and  not  permitted  by  law. 
Several  of  the  purchases  made  by  cardholders  that  appear  to  be  for  personal  use 
include  computer  games,  portable  DVD  carrying  cases  and  headphones,  a 
microwave,  and  other  items. 

Computer  Games.  A  Graphics  Division  cardholder  purchased  two  Nintendo 
games  from  CompUSA  on  January  1,  2001.  One  was  Ms.  Pacman  Maze  for  $40 
and  the  other  was  Asteroids  for  $35.  The  games  were  not  located.  It  is  doubtful 
that  the  games  were  used  for  a  display  in  the  Pentagon  or  any  other  valid 
Government  need.  It  appears  that  they  were  purchased  for  personal  use. 

Portable  DVD  Carrying  Cases  and  Headphones.  A  Graphics  Division 
cardholder  purchased  portable  DVD  carrying  cases  and  headphones  for  the 
portable  Panasonic  DVD  players  totaling  $160.  The  cardholder  explained  that  the 
DVD  players  were  for  use  in  Pentagon  display  kiosks;  however,  the  carrying 
cases  and  headphones  appear  to  be  solely  for  personal  use. 

Microwave  Oven.  A  Graphics  Division  cardholder  purchased  a  Sharp 
microwave  oven  from  Circuit  City  on  September  30,  2000,  for  $128  with  a  3-year 
warranty  for  $80.  In  addition  to  the  fact  that  the  microwave  was  an  unauthorized 
purchase,  it  was  not  physically  located  anywhere  in  the  Graphics  Division,  nor 
was  it  listed  on  any  inventory  record.  When  the  cardholder  was  interviewed  in 
July  2002,  the  cardholder  claimed  that  the  microwave  oven  blew  up  and  was 
discarded  even  though  it  had  a  3 -year  warranty. 

Posable  Bender  Family.  A  Graphics  Division 
cardholder  purchased  three  sets  of  the  Posable 
Bender  Family  through  the  Internet  on 
June  13,  2001,  for  $57.  The  Posable  Bender 
Family  consisted  of  bendable  figures  that  were 
completely  magnetic  and  came  in  a  set  of  four 
(Joe  Bender,  Wendy  Bender,  Fender  Bender 
the  dog,  and  Mind  Bender  the  black  cat). 

These  items  may  have  been  used  in  the  office 
for  amusement  but  were  not  mission-related 
and  were  solely  for  personal  use. 

Mini-Component  Stereo.  A  Graphics 
Division  cardholder  purchased  an  AIWA  NSXAJ70  digital  mini  stereo  system 
from  Circuit  City  on  December  5,  2000,  for  $237.  This  item  was  not  found  on 
any  inventory.  Furthermore,  no  mission  need  for  the  digital  mini  system  could  be 
determined  and  this  item  appeared  to  be  for  personal  use. 

Elan  Desk  Fan.  A  Graphics  Division  cardholder  purchased  two  Elan  desk  fans 
on  June  13,  2001,  for  $48  each,  totaling  $96.  This  fan  has  patented  soft-edge 
aerodynamic  plastic  blades  that  flex  when  stopped,  eliminating  the  need  for  an 
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unsightly  protective  grill.  The  fan  is  noted  for  its  design  rather  than  for  its 
functionality.  This  fan  may  have  been  used  in  the  office;  however,  it  is  not 
mission-related  and  is  considered  to  be  for  personal  use. 

Wow  Thing.  A  Graphics  Division  cardholder  purchased  a  Wow  Thing  over  the 
Internet  for  $34  that  included  3-day  United  Parcel  Service  shipping  on 
June  18,  2001.  The  Wow  Thing  is  a  small  rectangular  box  about  the  size  of  a 
portable  cassette  tape  player  that  provides  users  with  improved  audio  output  from 
their  computers.  A  mission  need  for  this  item  could  not  be  determined  from  the 
documents  obtained  from  the  cardholder  and  the  item  appeared  to  be  for  personal 
use. 

Kitchen  CD  Radio.  A  Graphics  Division  cardholder  purchased  two  Sony  under 
the  counter  kitchen  CD  radios  from  the  Frontgate  mail  catalog  on 
December  15,  2001,  for  $285  that  included  shipping.  The  radios  were  not  located 
until  near  the  end  of  the  audit  when  one  turned  up  in  the  storeroom.  The  mission 
need  could  not  be  determined  for  these  items  and  it  appeared  that  they  were 
bought  for  personal  use. 
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Appendix  E.  Unrecorded  and  Missing  Properties 


Transaction  Date 

Description 

Purchase  Price 

09/30/00 

Facsimile  Machine  with  warranty 

$  389.95 

09/30/00 

Digital  Audio  Recorder 

689.97 

09/30/00 

Panasonic  Digital  Video  Player  with  warranty 

999.98 

09/30/00 

Sharp  Microwave  Oven  with  warranty 

207.98 

10/01/00 

Trim  Tool  Kit 

499.00 

10/01/00 

(2)  Print  server 

1,171.00 

10/02/00 

(2)  Sony  Digital  Video  Walkman 

1,719.90 

10/06/00 

Hewitt-Paekard  Flatbed  Seanjet 

440.00 

11/15/00 

Sony  Spressa  Pro  CD-RW  Recorder 

292.80 

11/22/00 

AHA  SCSI  External  Drive 

269.95 

12/07/00 

Aiwa  Stereo  Mini-Component 

237.49 

03/11/01 

Apple  G4  Powerbook 

4,498.00 

03/21/01 

(5)  Plexor  SCSI  CD  Writers 

1,942.10 

03/25/01 

Apple  G4  Powerbook 

4,539.00 

03/29/01 

20GB  Hard  Drive  for  Dell  Notebook 

672.08 

04/10/01 

Canon  Rebel  2000  Camera  and  aceessories 

379.99 

04/18/01 

Apple  G4  Powerbook  and  aceessories 

4,197.00 

04/20/01 

Sony  Cyber  Digital  Camera 

899.99 

05/03/01 

Canon  Cameorder 

1,287.00 

09/07/01 

(2)  Pioneer  DVD  Players 

1,550.00 

09/29/01 

Mamiya  lens,  fdter,  poueh,  with  warranty 

1,287.80 

10/02/01 

22-inch  Apple  Cinema  Display 

2,375.00 

10/03/01 

(2)  Epson  Stylus  Photo  1280  wide  Printer 

489.00 

10/03/01 

(2)  Epson  Stylus  Photo  2000P  Inkjet  Printer 

885.00 

10/04/01 

Panasonic  9-inch  Portable  DVD  Player 

999.99 

10/09/01 

DVD  Player 

1,365.28 

10/12/01 

Graphics  Pro  Keyboard 

4,493.99 

11/30/01 

Sony  Digital  Video  Player  with  warranty 

219.98 

12/04/01 

(2)  Dell  Latitude  Pentium  III  Computer 

8,350.00 

12/09/01 

Panasonic  7.5-inch  Portable  DVD  Player 

949.95 

12/09/01 

Panasonie  RV80  DVD  Player 

309.95 

12/22/01 

Canon  Rebel  2000  Camera  Body 

299.99 

10/02/02 

Pioneer  Industrial  DVD  Player 

769.99 

$50,129.05 
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Appendix  F.  Audit  Results  on  Flagged 

Transactions 


Analysis  of  the  flagged  transactions  identified  for  two  cardholders  at  the  Defense 
Civilian  Personnel  Management  Service  revealed  no  inappropriate  activity.  The 
flagged  transactions  for  six  cardholders  at  Washington  Headquarters  Services  in 
the  Alterations  Working  Group,  Graphics  and  Presentations  Division,  Under 
Secretary  of  Defense  (Policy),  and  Navy  Annex  division  also  revealed  no 
inappropriate  activity. 

Defense  Civilian  Personnel  Management  Service 


Cardholder  1:  Data  mining  techniques  identified  four  flagged  transactions  for 
this  cardholder.  The  four  transactions  were  for  administrative  office  supplies 
totaling  $149.54  purchased  from  the  Virginia  Industry  for  the  Blind.  These 
transactions  were  considered  appropriate. 

Cardholder  2:  Data  mining  techniques  identified  one  flagged  transaction  for  this 
cardholder.  This  transaction  was  for  two  books  totaling  $19.90  entitled,  “Guide 
to  Health  Insurance  Plans  for  Federal  Employees  2002.”  This  transaction  was 
considered  appropriate. 

Washington  Headquarters  Services 


Cardholder  3:  Data  mining  techniques  identified  5 1  flagged  transactions  for  this 
cardholder.  The  transactions  were  for  supplies  and  services  totaling  $53,126  for 
alteration  to  existing  facilities  in  the  Pentagon.  These  transactions  appeared  to  be 
appropriate  based  on  information  available  during  the  review. 

Cardholder  4:  Data  mining  techniques  identified  one  flagged  transaction  for  this 
cardholder  to  Staples  for  $706.09  in  December  2001.  The  office  was  displaced  by 
September  1 1  events  and  was  relocated  in  Rosslyn,  Virginia.  This  transaction 
appeared  to  be  appropriate  based  on  information  available  during  the  review. 

Cardholder  5:  Data  mining  techniques  identified  one  flagged  transaction  for  this 
cardholder.  The  transaction  was  for  maintenance  supplies  totaling  $2,370.  This 
transaction  appeared  to  be  appropriate  based  on  information  available  during  the 
review. 

Cardholder  6:  Data  mining  techniques  identified  eight  flagged  transactions  for 
this  cardholder.  These  transactions  were  for  posters  and  artwork  totaling  $17,906. 
The  transactions  appeared  to  be  appropriate  based  on  information  available  during 
the  review. 
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Cardholder  7:  Data  mining  techniques  identified  17  flagged  transactions  for  this 
cardholder.  These  transactions  were  for  posters  and  artwork  totaling  $38,054. 

The  transactions  appeared  to  be  appropriate  based  on  information  available  during 
the  review. 

Cardholder  8:  Data  mining  techniques  identified  one  flagged  transaction  for  this 
cardholder.  This  transaction  was  for  computer  software  totaling  $249.  The 
transaction  appeared  to  be  appropriate  based  on  information  available  during  the 
review. 
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Appendix  G.  Management  Comments  on  the 

Finding  and  Audit  Response 


WHS  Comments  on  Criminal  Activity  Discovered.  The  Director,  WHS  maintained 
that  the  $1.7  million  in  purchase  card  fraud  was  initially  discovered  and  reported  by 
RE&F  employees,  not  the  auditors.  The  Director,  WHS  believed  that  the  approving 
officials  and  the  Agency  Program  Coordinator  may  not  have  been  negligent  in 
performing  their  duties  and  that  the  fraud  went  undetected  because  the  Graphics  Director 
concealed  her  fraudulent  activity  by  making  small  transactions  that  were  spread  over 
time. 

Audit  Response.  The  assertion  by  the  Director,  WHS  that  the  auditors  did  not  initially 
discover  and  report  the  potential  fraud  is  incorrect.  On  June  6,  2002,  the  auditors  alerted 
the  Defense  Criminal  Investigative  Service  (DCIS)  to  questionable  purchases  made  by 
the  Graphics  Deputy  Director,  one  of  the  original  flagged  cardholders.  On  June  20,  2002, 
the  auditors  met  with  the  Graphics  Director  to  discuss  the  questionable  purchases  made 
by  employees  under  the  Director’s  supervision.  At  this  meeting  the  auditors  informed  the 
Graphics  Director  that  the  audit  would  be  expanded  and  requested  monthly  billing 
statements  and  receipts  for  all  cardholders  in  the  Graphics  Division  including  the 
Director.  On  July  16,  2002,  after  several  delays,  the  auditors  obtained  the  Graphics 
Director’s  monthly  statements  and  receipts.  On  July  24,  2002,  the  auditors  alerted  DCIS 
of  potentially  fraudulent  payments  to  Infinite  Network  Solutions  and  began  preparing 
documentation  for  an  official  referral  for  investigation.  The  Assistant  Inspector  General 
for  Audit  signed  the  official  referral  on  August  9,  2002.  According  to  the  WHS 
Director’s  response,  a  Graphics  Division  employee  alerted  the  Agency  Program 
Coordinator  to  false  tracking  tickets  for  work  performed  by  Infinite  Network  Solutions 
on  August  1,  2002.  The  false  tracking  tickets,  or  work  orders,  reported  by  the  employee, 
were  produced  by  the  Graphics  Director  to  support  the  false  invoices  prepared  for  and 
presented  to  the  auditors  on  July  16,  2002.  By  the  time  the  Agency  Program  Coordinator 
was  first  notified  of  false  tracking  tickets,  the  auditors  had  already  received  the  false 
documents  from  the  Graphics  Director,  identified  the  questionable  purchases,  and  alerted 
DCIS  of  the  potential  fraud. 

The  fact  that  the  Agency  Program  Coordinator  and  the  Director,  RE&F  responded 
appropriately  once  they  were  alerted  to  the  suspicious  purchases  is  not  germane  to  the 
issue  that  oversight  of  the  Graphics  Director’s  transactions  was  not  provided  for  over 
3  years.  The  approving  official  for  the  Graphics  Director  was  required  by  DoD 
regulation  to  review  the  purchase  card  receipts  every  month  and  approve  them  for 
payment.  We  found  no  evidence  of  the  monthly  reviews  by  the  approving  official.  We 
believe  that  the  Graphics  Director  may  not  have  attempted  her  scheme,  or  her  fraud 
would  have  been  identified  sooner,  had  the  Director’s  monthly  purchases  been  routinely 
scrutinized.  The  Agency  Program  Coordinator  could  have  identified  questionable 
transactions  by  reviewing  monthly  electronic  billing  summaries  provided  by  the  bank. 
Key  characteristics  that  would  have  identified  questionable  transactions  for  the  Graphics 
Director  were  multiple  transactions  with  the  same  vendor  on  the  same  day  and  a  high 
percentage  of  transactions  with  one  vendor.  Analyses  of  the  transactions  do  not  support 
the  Director,  WHS  statement  that  the  fraud  was  concealed  by  making  small  transactions 
spread  over  time.  The  transactions  represented  a  very  high  percent  of  transactions  for 
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most  months  and  multiple  transactions  with  Infinite  Network  Solutions  were  done  on 
only  a  few  days  of  each  month.  (See  below  for  examples  of  high  number  of  transactions 
on  one  day  from  Infinite  Network  Solutions.) 


Examples  of  Infinite  Network  Solutions  Same  Day  Charges 


Transaction 

Dates 


10/04/2000 

12/16/2000 

01/04/2001 

04/05/2001 

05/02/2001 

05/03/2001 

06/28/2001 

07/20/2001 

07/21/2001 

08/23/2001 

08/24/2001 

09/27/2001 

11/14/2001 

11/28/2001 


Same  Day 
Transactions 

10 

16 

13 

10 

9 

10 

19 

18 

8 

12 

6 

13 

10 

10 


Daily 

Totals 


$55,350.00 

34,575.00 

40,655.00 

21,530.00 

52,205.00 

22,130.00 

56,890.00 

54,800.00 

25,450.00 

38,250.00 

16,250.00 

27,150.00 

22,050.00 

22,200.00 


The  practice  of  making  multiple  purchases  from  the  same  vendor  on  the  same  day  is  a 
tactic  often  used  by  cardholders  to  divide  or  split  a  purchase  in  order  to  stay  below  their 
single  transaction  limit  and  is  a  key  indicator  of  improper  cardholder  activity.  Another 
key  indicator  that  a  cardholder’s  transactions  must  be  reviewed  is  when  the  cardholder 
exceeds  the  monthly  purchase  card  limit.  The  Graphics  Director  made  purchases  well 
over  the  Director’s  documented  monthly  limit  of  $100,000  for  12  out  of  16  months  with 
no  apparent  action  taken  by  the  Agency  Program  Coordinator.  (See  below  for  examples 
of  total  monthly  charges  for  Infinite  Network  Solutions  as  a  percentage  of  total 
transactions.) 


Graphics  Director  Infinite  Network  Solutions  (INS)  Charges 


Statement 

Monthly 

Monthly 

INS 

Dates 

INS  Totals 

Card  Totals 

Percentages 

10/05/2000 

$  11,620.00 

$  121,018.79* 

9.60 

11/05/2000 

126,785.00 

606,247.58* 

20.91 

12/05/2000 

54,215.00 

345,854.77* 

15.68 

01/05/2001 

80,190.00 

285,530.31* 

28.08 

02/05/2001 

81,285.00 

113,858.50* 

71.39 

03/05/2001 

40,950.00 

107,781.80* 

37.99 

05/05/2001 

82,975.00 

108,964.78* 

76.15 

06/05/2001 

92,565.00 

227,648.34* 

40.66 

07/05/2001 

93,645.00 

109,297.84* 

85.68 

08/05/2001 

80,250.00 

122,134.23* 

65.71 

09/05/2001 

54,500.00 

87,434.42 

62.33 

10/05/2001 

63,300.00 

374,017.58* 

16.92 

11/05/2001 

70,000.00 

321,671.11* 

21.76 

12/05/2001 

66,850.00 

78,260.00 

85.42 

01/05/2002 

20.550.00 

67.536.54 

30.43 

Total 

$1,019,680.00 

$3,077,256.59 

33.14 

*Over  documented  monthly  authorized  $100,000  credit  limit. 
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A  cursory  review  of  the  pattern  of  transactions  with  Infinite  Network  Solutions  from  the 
monthly  electronic  billing  summary  would  have  indicated  the  need  for  further 
investigation  as  early  as  November  2000.  Furthermore,  during  our  interview  with  the 
Agency  Program  Coordinator/ Approving  Official,  she  stated  that  she  did  not  do  the 
required  annual  reviews  of  bank  statements  because  she  did  not  have  time. 
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Appendix  H.  Summary  of  Potential  Monetary 

Benefits 


The  Director  of  the  Graphics  and  Presentations  Division  was  convicted  of 
theft  of  Government  property  on  November  6,  2002,  and  sentenced  on 
January  17,  2003,  to  37  months  imprisonment.  The  Director  was  also 
ordered  to  make  full  restitution  of  the  $1,71 1,816  in  fictitious  purchases 
made  with  her  Government  purchase  card.  Additionally,  the  Deputy 
Director  of  the  Graphics  and  Presentations  Division  was  sentenced  to 
3  years  of  supervised  probation  including  6  months  of  home  confinement 
with  electronic  monitoring  for  the  theft  of  over  $30,000  in  property 
purchased  with  the  Government  purchase  card.  The  Deputy  Director  was 
also  ordered  to  make  full  restitution  for  the  items  stolen.  The  restitution  of 
these  amounts  will  result  in  a  monetary  benefit  to  the  Government  of  at 
least  $1,741,816.  See  Appendix  C  for  the  full  text  of  the  United  States 
Department  of  Justice  Press  Releases  on  the  sentencing  of  the  Director  and 
the  Deputy  Director. 
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Appendix  I.  Report  Distribution 


Office  of  the  Secretary  of  Defense 

Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics 
Director,  Defense  Procurement  and  Acquisition  Policy 

Director,  Purchase  Card  Joint  Program  Management  Office 
Under  Secretary  of  Defense  (Comptroller)/Chief  Financial  Officer 
Deputy  Chief  Financial  Officer 
Deputy  Comptroller  (Program/Budget) 

Director,  Washington  Headquarters  Services 
Director,  Real  Estate  and  Facilities  Directorate 
Director,  Defense  Human  Resources  Activity 

Director,  Department  of  Defense  Civilian  Personnel  Management  Service 


Department  of  the  Army 

Auditor  General,  Department  of  the  Army 


Department  of  the  Navy 

Naval  Inspector  General 

Auditor  General,  Department  of  the  Navy 


Department  of  the  Air  Force 

Assistant  Secretary  of  the  Air  Force  (Financial  Management  and  Comptroller) 
Auditor  General,  Department  of  the  Air  Force 


Non-Defense  Federal  Organization 

Office  of  Management  and  Budget 
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Congressional  Committees  and  Subcommittees,  Chairman  and 
Ranking  Minority  Member 

Senate  Committee  on  Appropriations 

Senate  Subeommittee  on  Defense,  Committee  on  Appropriations 

Senate  Committee  on  Armed  Serviees 

Senate  Committee  on  Finanee 

Senate  Committee  on  Governmental  Affairs 

House  Committee  on  Appropriations 

House  Subcommittee  on  Defense,  Committee  on  Appropriations 
House  Committee  on  Armed  Services 
House  Committee  on  Government  Reform 

House  Subcommittee  on  Government  Efficiency  and  Financial  Management,  Committee 
on  Government  Reform 

House  Subcommittee  on  National  Security,  Emerging  Threats,  and  International 
Relations,  Committee  on  Government  Reform 
House  Subcommittee  on  Technology,  Information  Policy,  Intergovernmental  Relations, 
and  the  Census,  Committee  on  Government  Reform 
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Washington  Headquarters  Services  Comments 


Final  Report 
Reference 


DEPaFcTHEHT  of  defense 
WASHIhH#Ti?N  HEADaUA,FrrER5h  SERVICeS 
11 W  DEFHt  ^EITHKN 
^WPWTWPCIHMI  llfifi 

AJKOS  !inj 

enya  DEPUIT  DLRECTOE,  COfTrEACT  MAtfAGEMEHT 
DIHECTORATi;  DEPARTTMEyi  C3F  DEPERSE 
INSPECTOR  OENERAJh 

SUBJECT  on  3ckc^  Rurehatt  €al4  TraibuUtiOnu^aL  WbikhLrq^n 

HondquBJ-tcn  Servusei  and  Civil^n  FtTWILHd 
ScAnk-C  (P3n3j*Cl  Wo.  D3002CM  D117) 

Ttut  [^ipoadE  in  your  iJtcntorDxidum  d^itiEd-  April  200^,  -eiJld  the  Draft 
Repiwt  iiKilijdrtj  v\ih  tlK  nfierTMandum.  ThEdkyWi  Sdr  the  appartimlly  to  review 
the  drait  report,  uid  to  pwidc  cofTiownt*  in  accoKlaniw  wlrh  DoDD  Tt50.3. 

Aa  ehoOiJd  be  eviCkELL  rnjcn  onr  tiiniLlKd  cunuDEnta,  I  IbLe  thi*  iTMttervcry 
seriEiuHLly.  We  Imw  tAk^r-  (ffrcctui,  pWiUfVe  CfrfflMimr  ren4i]!a  qF  which  tiive 
ineJUdad  Viru  DLUiLesaruJ  cnmJruiJ  po-DKcrudofi^^  TWmfy  of  a 

CWdnUJniE  review  aAd  upgrade  nf  pto^raiD  iKr^BMLU~d9.  Wc  hav?  iniTMted 
major  choxigca  bt  the  nuinafieflienl  -OUT  purctlAA#  eard  pfOgroin.  Wnncthclcsa, 

!  -ftRi  conjeerticrl  HbeiLi  the  ubs  of  hyperbale  APd  thp  inchjtioii  -ocr  unsupponed 
ftatementBi  -End  -aiieguriJuihH  in  Uk  repurL  [  take  pajticLiljir  EKreption,  fdr 
miinple,  In  the  liatemcnt  thftt  lIvCPC  eX]U«  "4  pervasive-  uncontroUed  rutlure 
wL-Uim  REiF.'  Aa  noted  in  owyAttAchcd  CMMniTKffltBp  MCh  MBCrtiMlB  -art 
InajOCtuatCi  imiU'bBUn.litttcd,  and  unJaijiy  iiDptipi  intTEnty  of  the  v{LBt 
majoniy  of  gur  einpkiiym  who  AK  extremely  nniieLentiDui  uid  hod  nothing  ts 

dn-with  the  farAtid  tiiai  w-aa  perpetraJbso  R  tew  peri^nt  workins  in  A  siivgle 
□rsBn.iu.tjangl  element  within  the  Real  E^U  aAd  FaeiJUtica  DLrertoratE. 

We  inijmd  to  fully  invaali^te  IIk  boek^mund  and  -GlV^d  to  Ldettli^ 

potendiaJ  adHijtwnfld  ceri-n:CiOita  and  chan^ca,  to  oddicfti  thii  tfk^HcT- 

Dnea  iijgiiiii,.  Cluink  you  fbrooobrrLni^'wich  UB  -Ofl  thlB  iaatut. 


Dim:Lur 

ATtaehE'riciLLi 
Aa  stated 

cc: 

The  In^pattof  Oenetftl 
□ireclDr,  RE&F 

WHfl  Generjil  Cc^un^eL 
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Final  Report 
Reference 


Rqwn  M  Sck3^4«l  I>:niLBfe  Cwrd  'tVaauirIku  M  Wji^hingt^  tnil 

Civ j Lmhi  14:1  Service  (PmjecL  Hd.  □QODSCbi^O'? 

WK9  C&mmmcfl. 


The  CNrolt  Repocn  C4ticlyde«  diai,  aa  ^vkk^rueed  Uirsc  ynn  of  crimiiuLl 
ithftd.  BbuH  pfttv?  pyp^bflK  cflTxJ  ppo^ram  by  ^rnttmpktftes  of  L« 
OmphKA  otUH  RteJ  Eolfltc  and  Fkidliti^i  CHrc^tor&Dc  4E<EIUn. 

thETE-  wflB  a  Off  ini|4^ClfKnl^tJad^inkrruiI  uiajm^oiEnt  p^n-tfol*  In 
REAF,  and  thmt  oJH^la  may  tw  Bound  rea^potisUbde  fiar  Ihia 
trtlkdD^MD  ahould  tPE  held  arDciunlabk  unilar  DoD  FfriAnclAl 
MEiruieernrnt  1^CCUildr1«Eia.  Tht  DrATt  Rjcport  aJdo  nuhci 
«4*inincTjLitiana  DcmcEfnina  propwty  ftOWkiHUbdiity  ind  proper 
^?on^«UCtLfl^  UChfkiqkMB. 

AiS  ioadsCALed  Ln  the  DstEndcd  wmnicnis  below,  WHS  WACLkra  in  pBrt  aitli 
the  COflobUBUna-Aiad  rrconijnEa>di.d£in4  in  tiui-  C>nilfi  Report.  KOWeVeri  vfe 
do  nnl  -ognoUf  with  KJUe  etUK  DWoeping  and  jct^tQ^bc-VUPfXIEtcd 
rirtdinei,  which,  mcirly  repeat  prc-iJiMMLl^atiwy  WHS  iMdcrahip 
dtat™tiaLi  omde  when  the  ciriminal  cniwpfise  wflifirac  UfWMTVErEd.  hW 
ndciptAfl  from  the  putdle  refiorti  of  thE  crimmoJ  aanetient  ordered 
the  two  pEipetTiKor#  gf  (Jk-  BUbJecC  irOLld. 

It  ip  ekv  thjbi  the  feaud  pETpeirotEd  on  the  I^partmrrnt  the  etutiinai 
ITU9U1E  and  W¥er-up  of  the  IMPAC  trEdic  cfcTtij  by  the  Diratof  ind 
Deputy  DiTEctoreJ  the  Qppphiee  DLVLfJOB.  mthin  FEAF  rEilbcla  p  pwi* 
epEffou#  pittetia  of  IbeJt,  conipinuiy  And  deception.  That  this  paiLem  of 
deceit  wpa.  nol  yncownd  WHS  UnbL  nenrly -f  ]:T  Tualllon.  Lfl 
fraudulfm".  tAnj^en  -were  peTpetra(cd  on  WHS^  dOea,  cndEod,  indkptE 
pi>1ential  weAlQfKfrKA  in  the  perfotriwHe  of  OUf  Internal  MtllKiL  syslEiiiB 

in.  ilie  fpce  of  onminAi  eoncEBimmL  by  the  Director  and  Deputy  Ddieciof 
^  QntphKD  DadpLan. 

We  UnciET  IbLBt  ■  thorems^  profe6BH>*uJ  inieotiffaliiDn  nEedi.  to  be 
■undertaken  Lato  the  bcoakdowiif  that  may  have  oecumd  before  ibE 
fraud  WAt  diieO¥eJ^  a£id  rEfEimi  to  criiuoinJ  livveatifatom  by  WHS 
olDL-itili.  An  Lovdtiitttign  tjHU  be  undenakcrt  tn  emtdLoe  the  fpc*^  and, 
ae  aRtfpptidCe,  te  dECcnnLneiJTy  additional  culpabilil^  bjuI  poteotimJ 
lipbqhtyj  if  AiiQ^i  beyond  the  crimmoJ  lancdgna  alrcpdy  meted  out  u>  On 
Director  and  Deputy  DireiltOf  of  die  Draphictt  DiviBLan.  Ttw 
inwflti^linn  wUL  addrea^  pny  iRjddidmal  tatfl  rcqfUbfHl  in  iiiEETnal 
maruiprnenc  eonuxilb  fO[f  thda  ptn^oin  bejoiid  the  aygrefi^ve  retponae  ■of 
■WHS  to  date-  Indw^dn  major  ITHemaJ  eOiltAl  irUtiativEB  have  been 
ideritifijod  -and  are  olrEody  underway.. 
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RffKxrt  cm  Sriectfid  Furcbou  Cinl  TtWicbf^nt-il  Wulu^fl^D 

ClvJjiA  fcruinl  MDrmBerTKn.t  Scrviiie  Ng.  1?^ 

WHS  Omuncnli 

wc  do  not  ctiffiCLkr  wtth  much  oJ  the  graii4i'ii;iui 
inflamEiLRtqry  UuieUflfiC  End  BW^pin^  fiUe^UoQb  at  ’^aperuas^ 
iLricwLfrOffled  oihure  iLithm  Thii  i*  knMCy^at»^  unJMC^teai^j  ujhI 

unfsdfly  impu^a  tIk  inbegrity  {jT  Etuc  roat  majarity  of  vtlhln 

that  ar^f^niiKAtion  ¥'1)0  llEjd.  EO  da  with  the  fraiid  perpe4jated  on 

Uw  4JTBpJiiHitkini  liy  two  individTJiJp.  ThCH  EWCpdng  ftllcgflitlOiM  irt 

prcimaEUK-,  pcndhig  a  ihcKmujsh,  indeptn^nt  of  the-  faoti 

h^Lnd  the  fraud,  the  aCEkmB  oliYLAna^tnent  aFncLoJi,  aa  mU  as  th^ 

Klicma.  En-  ijvactMfH  af  aDWUhUtilc  offioifll#  undof  (IM  CittUiiiirtiiiiEen. 

eoUfOpLe,.  L-acLciudmn  Etuil  then  wbi  ^^WOrdCt^rtT  l3y 

□Encieln  im  qujEe  pfernfittlTO  kindil  Eh?  n'idj^ni!^  la  thin  Frmud  iaeromirved  In 
detail.  ThuSr  m  rapactfuQy  request  thftE  gfca^  -catt  In  the  final 

report  to  remnw  ihe^'ieblDtd'  lype  lanpiaae  uie^d  in  the  Murfualon 

pajapjiph  for  Ihtf  fUMSUlg.  Finally,  If  thare  Lb  a  perv^uve  EiultLirE  ndthin 

lE  ia  B  cuJhire  of  oultofTKr  servlet,  and  of  dMicraticn  ld  eiut 
nationlB  deJenoe  and  En  oar  t^xpaypr?.  Tfwt  a  fcw  of  (HIF  meinbtta  WiEh 

crimine]!  inverit  have  htAmirehed  vur  leputatiaii  Lv  indeed  ith^iKk  but  It 
doK  iHt  lak^  a^y  from  the  knlegdty  of  the  bundreda  af  man  and  wnrnm 
of  RE4F  Who*  IhithfulLy  ind  ethicp.Wy  tumdLe  hundKda  0^  mihriHiacf 
doLlATB  in  ttanuftiuaa  eadh  yEar. 


CWMinAL  ACTTVITT  DISCO VEHEO: 

]i  ia  unfDrtumtc  that  the  audk  team  did  out  meet  with  Mojiagpriiianl 
UffioiaJB  ^  Lhr  ReaS  EaLate  and  Fg^iJitjp*  IMrettoia EC  concerning  ihe 
reaijlt^  the  authc^  btfart  preparing,  th Li  Drail  Ptepgrt.  We  bctie^  that 
UiE  record  dF  Ihit  report  ih^ld  be  aa  Ed  hi^  thii  entire  TUSTter 

was  unooiered  end  reipanded  tg-  by  and  WFI3,  well  ai  to  ■ 

number  of  importonE  ^hana  and  a-Eformi  thpt  pJncRdy  being  uken  by 

WKS-nlEli  reifwt  Eg  thii  mattCf.  Tht  Trpart  luggeita  |hpt  Auditors 
djBcaVerwI  crlailrLpJ  pjrtiTjty  m  the  Oraphlofl  Slid  FftStil  EE  liana  DivianDn 
fOfbTDl.  Tilt  Jkrta  leading  In  the  cJifWvieTT  of  OTfC  crllQijfcE]  aCEivUy  in  Ihe 
Gr^phLgE -Pnd  PreECnEaLLunii  DiViElon  ore  mntmry  ti>  |hip  PUBBCStion, 
hOWE^.  The  fact!  ihgw  ififtt  the  WTOnfdo trig  iruLIally  dlioTiei^ 
and  fCpOrEcd  by  RE^E  emplryeea. 

The  currenE  D™tPr,  RoBtJ  Sfltace  and  FaciliLies  Direcinmlc,  was 
appointed.  In  JEj^uaiy  3000,  and  Ihe  D^pu^  f^iieetoTH  Real  EatEEt  End 
Fit^Llitks  Direotorato,  wes  EprpjtnEed  in  Ju^  3DOO.  Ae  the  dri^  04*  the 
nppamEment  gf  the  [icpklty  Mpcctor,  Lhe  erindn*!  Bctieme  had  been  la 
pJacfr  tor  ]  a  Dwmthi.  The  report  iiiiofes^  the  fact  ihai  ooftccalmon'. 
wnn  aji  essenhal  elemcnt-cf  Eh#  scheme.  The  criminali  abilDiioly  did  not 
onamij-jce  that  they  hftd  sucoes^fulty  OODfUmtttd  hraud.  [a  [act,  rhe 
scheme  web  brm^ghL  in  Lhe  aEIenEiaii  nf  Real  ^tate  niicl  E^ilLtiee 
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Rtfpwl  M  S4IKMJ  Pureh™  Cud  TTjnmliiMifli  it  W^hinv^fi  Smicu  ood 

CL-iiUmji  renfloftel  N til L  Se race  IPtafcot  Nq,  MOOICM-Oll?] 
WK-9  Cimraeftta 

UaPMLuruEr  niaiui^mrn.t  an  I,  20M,  Wtuert  tn  eniplciyEe  <Df  thf 

GraphicB  PrtKtilaiiing  DivisiDJi  report^  to  tiK  Aftncy  PiPOgnM 
COOcdinaAor  lliAt  C^k  V-Bickillfi  dck«[ft  hdd  bHn  prepared  far  work 
alle^ly  pnetamwl  hy  Infinite  Retwnrk  ifltulkm.  TTw  Ptt^bjii 

Coardifialnr  reviewed  eLeCEnmic  recDidi  gf  iTPJiSftCdoilt  WiJUt 

Inflrdce  rfct•Hl■^iTk  SeJutiem  ajvJi  deiCTmaned  ihAi  uv^w  $SLO,WO  tuid  twwi 
bifl^  bry  And  p&id.  to  Ihc  ODinparry  in  u  IS-Tfigntll  jptnkxl.  Thit 
inJonnatinn,  goupkd  *1^1  IWf  ItilimlEdpe  of  the  OTflphKl  ATid 
PrtKEllAtiuaie  DivLiinnV  opera ti-nj  bwlgct,  COnyinwd  Uie  A^ni:>-  Pn^F-MH 
CoairUiiatgr  thAT  chjC  tioginjc Linns- were  piofcAhty  iH>t  Ic^^dnia to..  Mdatof 
Ihc  U^iri^tkiiLi  with  Infinite  Nccwork  S&EUliM  mtre  xnuE  IxonmctJoni 
that  were  epnMud  oyct-Ttofi.  lE.wai  not  i;n«l  the  PHspum 

ttrtjTlinatnr  reviewed  fehf  ftiptgflEe  KSpirtjtfitJifrci  th*^  the  ffftvd  wai 
dfltegtcd.  On  Mdayp  August  3,  3W3,  the  Prugriun  CocarlinaliDir 

nJerted  the  Director  And  Dapouy  DLreirtor,  Real  f^tAte  And  P^jdUuCfr 
DhWTMAtc  to  Ehe  irreguligitjei:  ih&i  hid.  been  unoovcined-  They  Eiodftcd 
repiT»entAtl'^fl-'fflf  Ltic  Pfrnta^n  Fonse  Phifteedofi  Aptlty  CrimiMJ 
lAVitfligplIoni/CnitemAi  AtfAlri  ICiyiA^  CtlTiiigffi.  On.  Uofldfiyi  AljgUU  5^ 
3001,  th#  Director,  CI/TA  odviiKd  the  DefniK  Crimiiud  liYveatiffAtii^ 
Servioe  (DCJfiJ,  Ukl  AlJAniit  Field  Office,  gj  the  po&ubdUiy  of  fi-mjcluLenL 
ACfriviry. 

Agent!- of  the  DCrS  iflitliljKi  An  ljTveatig!.1io[n  fliid  intorPfO^iCd  l2ii  Agency' 
PropMl  CoonhnaJtar  cqi  On  ApgUit  SOOSp 

rvpreKI^tAti'r«iuf  Ihe  ChCJS  met  wiLh-  lh«  DlffOW,  Rent  Estate 
F^acilitici  DiregtOfAtCp  KprteentiiLiTei  fpoin  the  WAihJnftOfl  Hiadquartera 
fcrvJc* B  OHUie  of  GcneniJ  ChwnKf  Afid  Other  iJBciaJa,  to  d» 

inreatigation.  At  OH  jfteotuig.  the  glfielfdl  flf  the  R^Mi  EAUU  ixid 
p^-iliLirs  DirectorAtC  wwB  dlfecred  W  permit  thebwdufcni  to 

■cnntiniKp  And  Wttt  Bdihied  In  reitrict  klW^Lcd^p  of  Eh*  inreBtigatirm  efl 
BB  not  to  JenpArdise  the  efhviknil  Inquiiy.  It  wab-  reponM  IhAi  the  lO 
-Bfudlr  leiAi  had  noE  unoevered  Any  -illeged  ilicG^  -agtjiitiee-Lvf  the 
Ehreetorj  Cr-Hphlci  iiVd  ’nrwntoEioiii  plvi^ign^  Uid.  Ehai  the  audiLwpvJkt 
eeAM.  '^e  EhncelOTj  Ur-iphLee  ajhI  PreKoiaiiofui  pj-viAlon,.  eoniinued  to 
caAjBC  ftAUdUlenL  purehasei;  thew  BUCdvItiti  i^ert  oHniJlnred  by  |he 
Agency  Pto^TADi  C  ow  dirt  A  tor  and  m  re  premptl^-  rcpomd  to  the  DC-IS. 
Durirtg  the  inveatigadem,  ihe  ARCrtCy  IVS^am  Coordinator  pfOPltikd 
■uppfHt  be  the  DCI3  hy  srcLijijig  bank  inTomAdon,  card  rtCrtfdB^  Bud 
erther  lanteriaL  reqge«red  On  AU|^eE  2DCk3,  DCI^  Aff^ntt  ACEVed 
WAPCh  mftffflnl!  ii  thfl  home  ajuj  offrse  ffif  the  Director^  GraphLci  oimI 
FreKiitp.tigni.  DfVMljon..  (HeJ-lABE.  Purchase  Card  tran^a^rion  hid 
oeeuffld  rtcL  Aiiguat  W,  2002,  m  the  Amottrtt4>f  il,gM.J  Th*  fiict  tMt 
■he  tAken  by  BUrpriK  iodicabes  the  levs]  of  ofm-firtentlalin' 
e^HperatLon  pnnided  by  Hk  ttAHoTUtc  R)raJ  Estate  aiwi  Fftgilitiei 
DiregtATAEf. 
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RqHrl  Dfi  Sdoclfid  PmichMiE  CM  Timujcii™  tt  McwJuuailm  Sqnmi-  uul 

Ci'iriljAnhnuciicLMajDuy)7JiLQiE  Service  iPraje^C  P^0O2CM-4t  I7| 

Cfiiituaei^u- 


Hartifttmcnt  OiBciaJa  turn.  |li«  RtfJ  EftiltC  itnd  P^dDfUtS  DlKCtiWAl* 
rnncn'oJ  proceeding Hu^vnE  29-,  2002.  The  eniiilorer 
ulfciitaAbe^-  TeTODved  frnm  tucr  4IItd  thc  Pwkn&J  l&WViC*  eEfn:EiTe 

25-,  30D2.  Til  DtEempi:  to  icccup-  loiTic-  4^  iffoney  thAE 
had  b«n  fpiiidyle Fitly  dl¥flrfc^d  EJa®  CkjveminrnE,  OETiciati  fnjap  tht 
E^[caJ  Sat£t4  .aAd  Fecililiel  DdrBcEDTnte  mUiHfied  Action  tO  Withheld  AAy 
nioney  due  ce  thc  DdnccEjOr,  GrA.phLci  uid  P^KJitaEiGn^  1:^ 

adviiring  the  Office  nFPtTSOniwl  MailfifCmCrtE  \QFM\  ind  the  Drfenic 
FlilflUCC  and.  AECDLUidn*  Service  [DFrt5|  pf  tlw  RlLe®«l  IDLKarsdtiCL 

Thc  Q-JsCifidLJcE  aFlhe  Depi4l>-  Ck^flphlC4  Afid  Ftt^HWijima 

Dvvifipnp  Aim  evoked  RceJ  H^te  uid  PAcilide*  Dij^Fctof  Abe 

DLona^EiKnt.  Opoc  Lwocd  LhaL  Lhe  DepuEy  Ehmetor, 

OfAphLcft  flJid  FrCMP.'UiJIdPne  Diviairm,  had  pl^  tO  dicf^of 

.gcrveraitieiit  |KrPpCEtyp  A  notice  OE  gKrOpOnsd  removml  wnm  draFbnd, 
However,  the  empJvyn:  reiipied  gn  OetobCT  11,  2003,  ptTlit  LA  the 
iiauAPce  of  the  pnofioftcd  cenKiTMl.  Apiq^  RcaJ  EptAtc-arid  FftcLUftleA 
Directorate  QLinngeinent  Took  APpropfilLTC  -actwci  Ed  rerora-  uiy  nxKney 
due  ^ESfl  Ok  DfpUly  DLrartfiWr  Oraptuc*  nrni  l^reWDliliftiafl  DiMiaran,  by 
adiHung  0PM  And  DFA&  of  OK  -miADOnduct.  bi  re-ippnK  l4  the 
BOdficatiDJi.  DFAS  abepped  r  net  of  tB,E  18-70  due  Id  the 

emplcyct:.  FUTthanUCrre,  the  CKpy.-ty  EHnectoC',  -OjlAphiCA 
PTewn-bi.ticnv  Divuiotl?  JC1.iiCttftl  iHjckj^aOv  obliiiiKd  pnpperl^  to  the  Real 
Estate  Ajtd  FwdliEKB-  DicecEiinit^. 


RBggRT  CHAWPM  AIfI>  EIPCAJfCCTttti'ra: 

SCWrtJ  chiDgei  j^BBrding  -the  PufCtlflM  Card  FtO^ttin  have  been 
In^pjcmontcd  tht  peit  ili  hidhOiv,  Thr  Dtrccbofi  WAAlibi^n. 
iaeuJqLLpjUrt  Service*,  hAA  tCAJiuEerred  the  entire  pLirduuK  Coid 
Proffftm  bDDi  Ok  Real  Ewtit?  Ffttibot*  DbtCtdrile  ^RE:flLF|  to  Ow 
-AJld  Pi^KnCc  ElirectDreJIe  (B&F^.  ThL*  IrariilfM"  will  BtTCft||dUB 
iCLKoKJ  conliiili  t^iligriang  PUPChMC  Card  Phignm  more  cloiely 
with  the  ttDd  gmycnent  fLOKtiaFH  icapident  bn  WiFj  and  by  Eiidiig 

Advjuit^  pT  FClAied.  P^C**lonai  acCOyndriB  nnd  fauirciflj  TTiMi.»gcrTKnt 
CApabdbtfCi  -wLthm  the  DdreclDrpco, 

Thc  E\opMiiL  ii  itaffed  aitb  tndliddUBJA  Who  ia«L  All'nldUn  required  tn 
perform  char^  caid  iMke'  ea  identified  by  the  l>OD  ChArgc  OirdTABk 
Fcxrre  Fiual  Report  And  UK  DOD  Concept  erf  OperALinna.  AlLematine 
CfljdhjobclArti  AppePfing  OfTiciBLi  ha-re  cnmpletod  A  4-!hour  DcftnM- 
Acqujiiitkin  VnL'WfLJty  (DAU)  Oll-liOA-  LbilurLaL  NewLy-  adected  dardhpJdef i 
aj^  AfiprDvinB.OfTicbdi  -muot  dkeC  eatabliiiheil  f^ntTFHA  and  cumplere 
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JCqmi  m  Fluriiw  CbiL  TnnucjDDi  Mt  Wl4i^  mrH 

CliilHfl  rnwfuitfl  Sm'jtt  Nol  □2002CU‘-0]  17^ 

WH9  Cfijnjme^itn 

locoJ  Lruning  prigc  ^  thdr  fjprpomuOj&nt.  FUxtl^irniGn^  ui  Appr-oviiig 
OlficiiJ  Will  tLa™  rcaponaihiJilT  for  no  nwrc  than  M  e&rdhohhrfi.  M\  *J 
whfiin  muQt  bf  In  hla  chun  dF  ramou^.  No  idnfliCi.  nHxnthl^,  -of 
BfinuflJ  pLucliaJK  llindt  wilt  bc  tnct^Ttifrd  witheui  a  WriUen  juitiScalioai 
fiJKt  ft|>fqwaj  hy  the  Ageniiy  Pt^>ffnini  Cc»rdini.ljM  tAPCl^  und  ar.  updated 
inoin^roildudl]  U^lU  bt  iMtiilid  specii^iifthE  wvr.w  timltjn^,  A  CWi^  Off  Cht 
azid  manthty  ^pcMldiltf  bouca  Si£u  03D  CEnnUidldcra  haa  tvcn 
OOiOphted  and  odjuBfliriEnEa  ifioflr  m  I]fliB4ian  K^uirEiTuenla. 

Appf™n£  OJTldaJt  Lfl  OSD  hart  been  apppifilmcnt  IcctST#  lliAl 

speciliciil^  oudim  thoir  respcnBlblLllit fr.  Mcixhant  Cate^iy 
Wockcfi  hftrt  fetn  input  Jbr  OgP  CsirftwLciera  by  US  Bunk  peraonncL 
Pun;h4iK  CiRld  AlcrtB-  ptUlddirtgl  updated  P^ogrom  inJormAlbOn  UUl 
glddincE  an  iaiL^  cLKtKlfliLCiiiy  Ui  Appro vmg  ORanpll  And 
CarlhoUfcra.  SpocLTizallyp  a  PliTirhjuip  Card  AJm  wu  iteued  addrci^ns 
the  IraportRlKC  of  RJ^AIing  rtndnn  <|rmcro-pfirohAKB|i  ATld.  obtOlnb^ 
iioffnpeljtiim  S2|-5O0|.  A  tfAliiuig  pngraen  dAtpbiW  hiAB-  bcCB 

CAtAbUltucd  »  dDcumani  and  track  -all  tfAitdrii  uaupkEed  hy  Approving 
QOkiUllfl  and  CajdtKJdtre. 


AffP  PlAMTgp  ACTIOfffc 

St^WAl  dcEkhii  underlay  lO  BirerL^lhen  the  intemaL  cgfitTOlf  UUl 
nUJlE^TTlcm  LhA  Punhase  Card  Pwigram  ElKai^pLei  Include: 
updating  the  9DP  lo-  InmrpunLla  guidanoe  an  Pi^pajAtilHl  ol  (tUlieA  Utr  key 
OVtraigtLL  pawtinna;  tl?wly  dtlirMfkHgj  proced-ureafar  AOCOUntabic 
prtfKrty  purchftf^d  mth  tlw  taxd,  rKfuiiinE  that  pmrcha«a  bfl-  reported 
to  ^  hopeplj'  control  Odk^r  for  PCCOKUift^  in  the  Prtperly  Bfigkis 
reviiini  UabTing  tn  indude  the  ImportEmc*  of  Kli. ting  vend pra 
[when  rotBtijis'T^dorf  iS-  InapprapdatE,  reqiqijicnienlo  will  t>i  eubaulted 
to  The  E^bF  CantTAOdn^  OfISK  tO  (dUhliBh  ncnnipetcd  Rlankot 
PrirohftK- AgftMent  [DPA]  nr  indefinite  djebveiy  mntractjp  net  irplittin| 
p^irnhAK*,  utUlaTiJ  rtqilired  aoureta  af  aypply^  and  the  pmhihi-jcn 
COh«rniji5  the  purTJhftic  irf  JT  equipmenL  The  Director, 
pmodiCiil^  dv^LialE  mannoc^  dedicated  10  the  progmn  and  w?|J  irmko 
odjuitrpcnti  AH  DcetfrMjy:  mnduet  FiwndBtory  antl-lkaud,  athdci,  and 
prOpDcrty  aexcmntBbility  tmknlng;  and  pedbem  arni-g^  prOEram/'OMctBdghit 
review  ^  the  rrogrom  in  aepordfliKW  With  the  "BLyepiiut  For  Syo^ew: 
PturhAK  Card  OMOfiajghc-"  Addldcmapyj  vj]|  ^c^rLiitiue  randnai  □□■> 
inspertinni  ijkf  Approvang  OQkiial  ulJ  Caidtinlder  to- 

eiHtUc  tdl  fdea  are  appropriate^  d  ecu  [Tie  filed.  wilJl  th4  required  pujchaac 
Ingi  and  wflfk  ordw*  AT  purohaie-  requevtL  Ctirrmctyp  Itiap^CtlOfiS  of 
RE&F  Supprart  Swviwfl  DWMOn  PUKha*t  Carf  ocraLmla,  ai  wf]L  np 
pefBOnat  diaOuHnDna  and  mtarv^n'4  with  OATdJkOldora  Add  the  Approving 
OllidAJ,  AJe  beiflA  ootl-duoied  BAF  wOt  bL»  miune  mnnetaTy  Ijrniti  for 
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Rcpnt  on  Selectod  Putl^ik  Cud  T riuictu&i  ti  WiAanj^  J-leulqLmjtefi  Suviea  laJ 
Miflfiflttftttll  (T^je=ec  N*.  mCKJMM-CUlT) 

C4nHncnt4 

WHS  CnjdhaUfc^T^  -p^rirfif^Uy  iwcwikI  wid  fiewftppwntirmit 
iAA^Mdr  iu!ul  ^hdU  Ik  Plir^tidne  CBr4  hcnErcpagCr  po-rt  <iS  tbc  WHS 

webtitc:j  that  Will  fJue  ua^h  n  eujtvni  P^it^Klah  CAtd 

slmidjird  cperaling  pf^ocdiim,  pointn  of  □□n.t(]ct,  AJ^tIa  LdHuitd, 
fbKVUMd)^  iUlijML  qUAUiOaiEir  And  i^Lburr  itjnnA  ad  ncc^d.  HlkF  lAiU 

pqntjn-w  to  iwnitof  vid,  cfUbltf h  Merchant  Category  Oc<Lc  BLoclsere  in 
the  bAnk  aytftcQi  fer  WHS  ucdloiEa. 


WfflTOTBpyMQqiMPCaM™ 

In  addLtiQn  to  th#  <?hanerA  neqfueAt^  an  Hie  cofKlmiemi  p«f ofraptip  ef  the 

DnUrrpGrt,  Ihc  fDlUFfnn^coTPKtHriA  to  the;  druJl  npcj^t  ar^  nquEobed. 

They  bu^  lifted  ty  pefie,  piuWB>ph,  line  number ^  And/er  bullet: 

flw?  I,  pflFWsjFttpJt  Jj  Kft#  ^  The  draft  lepen  Eiila  b  preperty 
izharaiiecriac  the  W>  payment  pHTOM  for  the  Purehflte  Card  PmgFfun 

arid,  AdK  ApeemcADy,  Ebt  WHS  jjuMjp-njD-  Tbr  sppibi^iigeJritiAJ  ddea 
not.  connojy  to  the  Motejnent  in  the  report,  nequeat  Hyment  by  E^ASj 
rAthETthc  AppmingciniciiAl  fbr^mili  m,  nEititied  iiAtEOfiEint  tQthc  WHS 
&ljd^[  Ajid  FiiLAiMiiA  Ddr^^Urttlr  Klf  piyuuftnE. 

Ziiif  2  The  KparL  a4a^i  that  fay  iniDorp^nLdjig  fanijd  indioui^t^ri  in 
data  rruninfl  lechnlqueH^  eertoiD  trAMAedons  pv»  flAg^  Ea  the 
flrmphicA  and  PrcBcntAcioni  DtTi^Hxn.  The  leport  £^[4  B  VtOte,.  hoiPCVCTp 
that  the  ftoud  tndfiea-urA  did  noE  flAg  any  aT  ihe  reAitAaeiknia  wiih  £i^Ee 
iV«eha^  the  oompony  thai  had  been  created  w^ely  to 

peqpctualr  Ihe  fraud, 

Pagt  2,  panEB^n^sh  2iw  Th^  report  eheA  the  -June  S7,  2 
ApurlmfrzE  □/  Defense  Charye  Canf  F\irre  FbuiT  as  -tiLiJlhcKrily 

for  roirectiwe  mcaewreB  Here  ]E^^lJ»ftAnt^y^  ihe  Pe^wP^wm  nw 
GDHETTunenJ  Au^cfmse  Ceuri  Gnus^pE  ppmiE»fia  wba  publinhed  dq  Jidy 
ilj  2D02  Wote,  however,  that  cacti  docimem  poAEdacea  the  pertod 

whrni  the  fraMdufent  WET?  pumnwhed.  [n  fcirt, 

Tce^mmAndMa^A  wAta  impleijUTiEM  sa  AA<in  aa  de-AaLldA.  duA 

deEerence  a  Ecqueat  not  u  jeopajdkse  theeninirud  iEiveatwtiQn. 

Pu^  I  ThA  fcp^t  ceMliAlfa  '^t  applteable  purchaBe 

CA^  pnjgjam  eontrule  week  nfist  fnJlowEd  in  thE  KeaL  Eiiatc  Knd  PtacULtiEA 
□arectcratE,  and  that  vjuia’JD  cifliciiiJH  did  nut  perJunn  LbjEir  dy Ue^ 

reftordinfE  ihe  purchoae  card  precram.  ]n  ceneral.  the  W»Hliinct«>n 

HEoilq'jnjtETa  ScrkicEi  PurahnA?  Cord  Pns^nuu  huo  slwmjm  cunipliEd  wilh 
and  hflB-twen  ihonaccd  in  aewndanee  with  e^BtinB  peflicy-  and 
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Page  1, 
paragraph  3 
line  7 


Page  2, 
paragraph  2 


Page  2, 
last 

paragraph 


See 

Appendix  G, 
Audit 
Response, 
paragraph  2 
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Deleted 


Page  5, 
paragraph  2 


Deleted 


Page  6, 
paragraph  4, 
line  7 
See 

Appendix  G 

Audit 

Response 


Acpofft «  PiuT^UK-  Cm!  T [EuictKMU  wl  I  LHdquuten-  Savxa  md 

CiriiMPcmnmEl  fProJCCI  Ni>.  D^OQ2CM-0ll^ 

WN$  Conimcntt 

*u*dRft«-.  TJk  belt  pf*cti«i  identifbrf  wid  Jwgmoiflcid«l  iJk  DoD 
ChuTge  CanI  Toidc  F<mF^  Jurue  37,  '3DD2,  werv  iniplciiifTiEcd  by  llvt 
Estate  uid  PtjciLiujei  Dtrectof  Are-  Furtherniope,  eIk  id 
AdmoiunlntiDn  "BluEprinE.  Fhr  S-ucosdb:  Pbrcheuis  C^M  DvcrB^glir  t^aja 
liAiiKd  La  April  setOQ,  Ihree-  «f%tr  rhe  crbiiiiui  PKority  tx^n  ■ 

Pa^  5,  pi^m^rnph  J  Thf  wpctfi  tMsclijdfrft  thfliE  thwe  W4J  A  T»rva#i?e 
ufiMHitimLlKl  euJtun  wldiln  ihe  R®W  DineetPrAt^*  The  WHft  PqtchBM: 
Cairi  Pm^vn  ham  hkte  than  400  K-cuLuntm^  y^hrfy  ifi  tWttiAi 

17,000^  jviQri  than  $1 4M  a  year.  TtKi  rejxirt  indlcatn  IhAt  of 

the  4pT^  nviewed  in  the  pragnmi,  oil  appemmi  to- be 

appropriau  basied  m  iulWiuaiiiH)  available  during  the  rev^w  CKKpi  Cbf 
trMWMtMn*  in  the  Orpphitl  and  PteimtmtiDna  IMriiiofi.  J^cordiji^^ 
thr  conduDion.  muda  in  the  repnd  that  liiiAra  wan  "aia  lilU^ontrolJad 

in  the  Real  Eftatc  and  PfueilitiM  ppxi?t^ate  ii  Cmlu!,  aral 
mimpnaentm  tha  true  nctmtiei  af  Uie  vast  m^rity  nf  the  Lcyiil  and 
dtdkaud  aiHpLeyieaaa^Th#  Hc-aJ  EetaEC  and  FacUldca  DIrecDorare, 
eUrthlfi#  than  with  ehafacteriitict  Ihiit  ilwjild  be  reier™!  mfy  far  dK 

twn  cdminali  dio/oonr^  hy  RE^POOicuJi. 

J^ope  5^  paragraph  J  Em  7  The  nporl  aEmtes  that  beat  ptar-EiCea  in  the 
QSA  'Bluflpdni  kH  Su^ea:  PuirehaM  Card  Cvcnifil^^  net 
implerrent^  Oe*  Thf  G£iA  'BLucfiriiit  for  S-ncDesa:  Pbrehate 

Can!  Overai^r  m  aa  pubiished  in  April  S002  and  id  intJinded  ad  a  JJ^Ulde 
ftir  ewidmatwi;  thin  doeumetil  mm  uQl  pylili^ed  ujitn  luig 

After  the  orimiiwl  wtrivity  bpd  bag^n. 

d,  JMJTlflncjp^  a  The  report  l-olBeiti  that  oemin.  Real  Eitnte  HJid 
Fbrilitiei  qBicljJi  ihniiJd  be  held  pecLbiildrl^  IbaJbh,  haring  aacd  In  a 
QitiAna  llid  report^  disaiBMixn  of  diiaplimiy-aotjon  4^ 
peennimry  liability  im  bomsd  upon  prc-iumcd.  ruqgli^encr.  Thia 
presLimptkjcL  ia  prelimijiary  aitHdt,  and  ma^  iiot  be  Huppomrd  by  the 
(Kti  It  remaini  to  be  determiiwd  H  the  actions  nf  RE&F  Offidmiip  in  the 
cofitcjct  afthe  iLumunding  cirojminMriJDeiiv  -^rem  cn:dl'bitand  feaiOliaM. 
In  laer.  It  w-m  the  REftF  tfinaedi  who  pcpwtwl  die  eriminaJ  ncsivhy  ec  ilic 
OTlTIunaJ  LnveatiBlP-tjve  □□t.tbr  miirlitcaii.  Any  JnvcBti^tinn.  \yS 

riJeeed  -neel^Tfc  AtiJM  lARd  inEe  mrisdderaEiiOEi  the  totality  of  the 
eifetMoatfliKee. 

Pu^  ?j.  toe  4  The  eeport  aiierta  ihkt  the  DireetoTp  Orapbi^a  and 
Pr±ven-t«ti^i  Divixian^  pmdiioed  Talse  iilTntcea  luitty'  Bbr  tlie  audit  and 
upediUJiea  tbai  theae  invowca  dul  not  enit  prior  to  thf  BLidlt.  The  nport 
■a£Ain  icnoreHthc  fj^t  that  the  DdrocEm-p  GraphLea  and  FreMjuauofLa 
□nTxino,  Wtt9  eng^d  lA  efkiamal  aetWdqr  included  antive  attemptm 
at  eonecaliEiefit;.  ah^  eouhd  bave  produced  tbeae  innlcea  at -any  tiiue,.  and. 
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an  fUdoleifi  Cifd-  TnmHkmi-  vl  Wufamfloa  lludqnBtcn-  Scrvicca  atd 

CivUinFEmruiEl  Mjuui£cinEn.t  $Erviqe  Kci.  D200SC!M-t>ll'^ 

WEIS  CaixinKnta 

lUccly  vwld  ln4V«  prfxiu»d  f&lM  ddcUnsEntatiDn  Ebr  Any  fev^et 
(RE4F  Officiili.  Pnaffrain  Cwd™tOT^  10  AudRoN,.  fftC.). 

7.  paroflfic^  Jp  #  Hw  JHldtUKfft"  Clfidrt  Lhat  LtiEy  rrJErred  the 
OnipMn  and  p^sentatiafis  Diriiion  pur^hB.ir^  (4  l[7CJS  fbf 
invitVtigAUQn  EH^  iK  Nu  Jucucncnliitiaii  ii  pmvidEd  tn 

Bupport  Oida  cLum.  In  ,  the  *CtWyei  Uw:  diraFrery  af 

crkfiunai  acOvit)'  aiuI  Oie  rEfETraJ  of  -Qk  aiAttETti^  the  CrimJiial 

InvEAlJEHlJVE  Bettoe  unc  aifoUwr  Aft  eCBpia>«  ri"  l±w  OrmphirB  and 

l^iKrilolfiKiB  Dh'uuon  uncovEiEd  AgjBpiciwv  j^VirrtiaKH  -HJid  the  Aj^iKy 
Pm^ATn  CoerdlUAtor  was  IWli^d.  LTpbfi  fevLew,  Uk  Agency  Program 
CuorclinBixT  Dondyded  th«t  ]LJwl>’  CTiniinal  aetiwy  hfid  bem  Meiurring, 
She  bfwu^t  thvt  te-  Lhc  BUenEinn.  of  the  Deputy  DUectWp  £ttAte  and 
Fudlid^ip  UmI  UKfl  CO  the  DiRete^i  Eii^  EMbEe  und  FaciUtiri. 
]rtnirfLMff]y  thcreaflET,  dM  Deputy  DlKOtorj  KtU  IfAUlCti  FtaiailieB. 
WltACtcd  E'ein.LA^ixft  FWlwlHm  Aganiiy  CnovinAJ 

][m«BlJ^tiimiV[Til=TTUi]  Affum  (Cl/I A)  wri  the  OLreeto]-,  l^tagDci  Farce 
AotwtMWi  A^pcit^p  ttiid  the  WHS  CdBcc  aFOenErp-l  OmjnwI.  The  □ireecer, 
Cl/IA  laet-mth  the  &ljeo1)Dfp  Real  Euate  and  FAJL^ilJJ(ie■^,  AJid  iLibw^uEEitly 
fgfefrgJ  The  iifkme  ta  the  DrrfmK- ■Crimirul  lanv^u^tivT  ^emoe. 

7,  porngn^sh  J,  dffl- 1 J  The  PCpOK  a^tTEB  Lhat  the  ’Prog^sm 
CoondinatAf  ahx^Kifd  hM.n  uied  ■  of  reports  ftwti  the  UuUi  to 

detec-t  mifUK  and  fhaud.  The  rtpen  ncglecti  to  mentiEui  thnt  the 
audUnn^Qwn  uie  oT  cBtubliBhed  FTli*«M  and  feaud  uidkailnrB  hud  Jaded 
to- deieJTQlj'he  that  Ihc  EranBactionB  with  Tnrinitie  NetwQp'k  Sohltlon  WCR 
iatpmper.  Tn  All  anTeiOfLatiotl  Will  ahUW  Hull  the  Fraeruii 
Coofdiftatnr  andothen  had  conducted  pnocnum  Rvtewa. 

Page  7,  poFugrnph  !,  J3  The  report  elaUna  that  chargea  La  Infiaile 
Ketwortt  Bahieiftn  went  undetected  for  three  ycarfl  bcofijirai  the  Pro^fnijn 
Coqrd anotor  -did  nof  detect  the  heayy  llk  of  one  vcj^dar.  We-  do  not  know 

whrLherthE  Budit  t^nm.  reVKWd  aLiy  OtalajitmEa  oJiKcaLintfl.  the 

DLieotiOfp  OraphJea  and  PieBcntBtkinA  DLriBian.  A  ouTSory  review  would 
have  rtveB^Jd  tlwt  the  ehATftS  tO  [fJlllLiCje-  PTatwjii  SolLitJEm  were  nnL 
eiieeptionaj  ia  tEmiB  of  dnElar  [miaLLnta  ijt  fpeQUflWT,  An  IftcecTt:  paei  Of 

uvy  eaibcEzleiueiic.  HcJicLifK  \&  a  incfJit^  lu  prevent  detjection .  A  thoiDLigb 
inresd^CLOn  ^"Itl  shew  that,  the  DLiertor,  Gnphici  and  PriHKn'bB.'dou 
DLvTadnn,  wab  lecy  awAJe  of  the  need  tO  Kfte^tit  deleuinmp  and  that  she 
worked  vary  Mrd  to  asaun  Lhnt  her  Actrvibea  renuinEd  uhdetecled- 

Page  7,  poF^igniph  2,  ZntA  J  The  report  Eis9ert!i  the  PtopAm  -C^rdlmtlOf 
AllowHi  frbUdUJCIlI  pURbaua  aa  a  rtaull  of  the  n^gjigenl  perkHTTiAree  of 
her  datiea.  T^ie  PrugFuin  CnfwdinAtfir  aLInmM!  frAudwIeuc  piiroilftirire  Ofily 
■Rjter  the  Of  Ijhtnal  hWtaiJ^AJtiun  -a-aa  imtiMtedr  tuning,  been  inatructEd  by 

n 


Page  7, 
line  2 
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Page  7, 
line  5 
See 
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paragraph  2 

Page  7, 
line  7 
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paragraph  2, 
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Revised 
Page  7, 
paragraph  2 


Page  8, 
paragraph  1, 
line  4 
See 

Appendix  G 
Audit 
Response 
paragraph  1 


Revised  and 
Renumbered 

A.l.a. 


Renumbered 

A.l.b. 


Tr-iHKtkMU  ri  WiifaingtiKlSeidqiJiJtEnSainHciful 

C:vifc»PHKiiTiid  Scnlw  [Hlxywt  Na  DEOOaCH-dllT) 

WHS  CDCfuneiiti 


DCI-5  ta  Allow  UH  mhsAOliiinEi  Ed  nantuiije.  The  Prpg^ju^  CwndJEHEOT 
hud  nn  Ui  tclicvt  ttw.;  Itw  UADeaciiftni  wwt  impniper  nr 

kncOTKei  uniiL  RCbF  expoied  the  fraud. 

Pi^  Z  poragrnph  3  Lnv  I  Thf  repm  iiKonectiy  Lck-bialk*  Lhfr 
onSAniSAUOllfil  kKAtilM  of  lh£  [nlemel  Rniew  pautiDn  find 

Btid^  EHrectorAtc,  The  rormt  b&OUiOA  ai-  tbry  Real  Eofm-le  Lnd  PoqUjlxt 
mhMOnAle. 

ftpe  0,  fHanapre^h.  Jihe  ^  Ttif  flirfilOT?  clsthn  to  hawc  fClCYrtd 
■uifiKLotU  pa;iETh4M4  tO  thO  DCC5  On  Augmit  20D2.  Ln  SmQ\^^  on  tYidAy, 
AugLiBi  3,  2003,,  the  Afcncy  Prop-EiJn  UoopdlnfiJiof  al!!Tied  ihe  Dirartar 
qnd  Deputy  DlffeOEOf,  Rraii  Entole  and  PlciLrtje^  -l^ilTCtOfAte  tO  Ibe 
iTTCAuLarilie^  that  had  beoi)  llticowod.  Tliey  iKriihed  repin=Kn4stne4  qT 
llM  F^rtlAgOci  Fara  PtaEectkm  Agency  Climjn&J  InvCAligplkjfu/lnlerru] 
AfftiUrH  tCl/lAf  DLvL&iOii.  On  Monday,,  August  5^  2003,.  the  Director,  C[/]A 
Dd¥i9ed  the  Defanie  CfsminAi  Invcdt^cliv  Service  >|DC:JSK  Mid  Attonlw 
FJ^hl  OQuec,.  nf  the  pouJbilhy  of  fraudulent  activity. 


KMWIUCB  TP  g«wrtc  MMKBBmnWffg! 

A.  PUTcbau  Cmrd  Aec«hUDtdblllt.f , 

A.  We  ir^ePTIIfnend  thAI  lAt  Direttor.  WanhingtE^ji  He4id4.UI4irter^ 
SO[^Jcx:d: 


1.  [Tiidate  a  wc^’k  oqd  tfJw  43propridL4  ActknnB  Id  hald 
t^WtthAiie  card  apoforing  qpf|eki3i  and  tht  A^rtCy  F^gram  Ooaedinji-sw 
KLininrilv  ILabtc  for  louOB  to  die  ChmrrtiMnl  bb  preKribed  in  fhe  DoD 
FinanizjAl  MuMfetacni  LilaliDn. 

roMCarlTi  PBr|:  The  Hiwtij-,  H4«d4tLat1rrT  0rrv|«mi  h 

hhlaMti  IhorooBhipratHdaiLid  hvtrdgBd^  a^iBigrEunlbn 

Htilde «  WHS- Id  deLEmh Elbe  foe h  larrniudllf  AlJttp4ii,  imJ  TiiUtabE 
rhiEmrKtkMi  ■redBtMd  iBhappfeDrflH  H4  tisalE  nf  tliBl  lavnilgMK]]. 
FrlDr  bn  nvLewlog  ibi  PWlu  tf  liM  faTnElfBEhib,  we  ria  ut  «mr  ki  iw 
hnfilkidu  tbiJ  the  ip[HUvb|  DfUBhiadthe.^iPK}  P^a^riB  CowtHAiwr 
Ihbiildbff  haEMi  pecBBurWy  IkiliEc. 

3.  [nitibt?  »  and  take  approptidK  acEiertB  id  hald 

caudhaLden  Ih^  twiV  -fMdC'UOa.liUuOrtAd  DrabmEivT  ptarchiLieB. 
rei|3Gnaihk  fOT  nepayiTKnl  to  the  dOMemniEnt  u  pceBcribed  in  the 
Finannial  MaiwgCElwnt  RCfUlAliGrb. 

C^Bearip  pirl:  TIie  INrectnirH  Wuhli|^DB.  llE«daB.uien-fiErvl«,  li 
iaUMtilt  t  ibmroa^TprtiEnvimd  tavBtffBtfaa  kEbded  aSEDlof  EjhbIJ^e 
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Rrpnl  cn  S^bclcd  PlMdufe  Civd-  TrmUdbijnf  il  Wuhoi^n  MuidquEDten  Savicci  uid 
CMHwTVtwtuicI  hlajiB^iEMr.t  (Pi^CCt  IfQ.  D20MCM-CH17) 

WHS  Cammerita 

HEil[lt«f  tkt  bcti  HETDUiJLDf  tUi-rqkifl,u4  wEI  mK* 

whiDnvf  Htkdfli  ippntjirLiltAi*  reiiti«ttftHi  l■b’<«n^El4□. 

wfdO-HEnanr  II.  rionlluikM  tiutcarflialdfriftikt  lb*i  lb< 

AH4  Drp«&  IHr«t»r  oi  Ik#  CnphlcL  nvWn^ia]  inHh 

HEkiiiihcrtetd  w  iburivc^arsbuH. 

3.  EHncI  the  Dij«tcir,  R^f^I  tflflfltC  mul  FijeiliEiiB  to  amend  the 
Headquajtpn  3cr¥KC4  &t£r.-danl  Optratii^g  Ptocodun:!  to 

ir^Li^  dicBctkiffi  B^par&lJo^  ai  dULira  iur  key  pofiitinnfl  of 

□vEni^t  in  order  mitiitnixt  the  rink  cLThELud  am  lEg^rri landed  the 

General  Serrlrefl  AdmlftleitSEinn.,  ■'BLue paint  Pgr  Si\jccet4S  PUTCJlA-U  CAjiI 
GvEfiiehtl 

firt"  rJiE  mrwtvr,  Wiflhli^a  H^qitrwn  SfTPkni  kai 
MUt±ayma^f^wn6iketmfAn  J>an:baKC:u^  frvm  llic  RhI  EbBatc  lad 

FHfllltlHDInn«nlr4:R£&^F>ii»aeBnidGtt  Nl4  Haim  Dlmhirwti  (MF].  tlit 
PlrwEcrn'UF,  krEvlewtap  uc  eatlw- pi^f  | -Mi,  b  iBpbffDEBtla|  cbiagei  u  A* 

Slaadird  Dpe^af  Prm^K»*ld  pteiTtM  lihgairdr-iadaven^hl,  cpUbthita 
■cmatlbenipiUaai  14  t«ll-rrp«t 

4.  DarKt  the  C^beeidr,  BehJ  Bitatg  «tn4  PacibtleB  heild 

UfdholdeJH^  fip^HWingcdlkdiiJa,  and  thf  ^KHCy  P^re^gnun  CoandinatcH' 
IWWUJlcabliC  fiwiilipleTnEntknaajnfnila^Lria  their  dutiei. 

CajKiFM  aait:  AHHDUblflt>  b  r^pertiHl  nf  li ^1IS  a^iayta.  Tit 
PlmBcrTBfFTEIuii'tMly  liMBlvErieddlllQaiJ  iiAnink,.iid  rt*IIAt- ibe 
ummJia  iirnttcatRin  Inlft^td  vi  bfkilf  oi  i^J  addrfU  lb*  jnvhwatiduD. 
□f  lay  Aodlilaaal  lncml  nralreb  dHDKd  ippa-apiiilt. 

5.  cured  LhE  Director,  RwJ  Estate  and  PiCilltiEi  lo  deaigr^tf 
the  P^’flRrani  COocdinalar  ai  a  fuJI-tiUK  pMItkMI  end  eJlucate  liie 

nesooJrECe  n^taiur  la  alt  the  l~eq|liirEdovEni£h1.  Mid  anmjftl 

neviewa  uS  the  purcnaie  cartjt  pTW^Siri. 

C*ocur:  Pr4«r  rmlaL  *f  Drift  RxhwI;  m  fil-ttat  Pn^hira  Hiaiiir 

vm  ippotilbd  14  die  hopru  WhcRikt  FLii^aM Xlnl  Tnamm wii 

l^ai^redta  F1*F,  lb#  hegram  Mu|«tt  ErHilfTrrI  irblh  tbe  Frofrim. 

Tbt  P^Deripi  HtbA^r  ibaiffTCf  u  F^laiiry  Pr*^i^l■€■IraidiDlJl[lf^  iid  iWtIi 
10  aildidwii  ruimiiH  AMEraite  ^mafiniCwraipHoj.  The  Pn^ ruiUaardLah^af 
IbeaBcemry  iddfikriU  moarWi  irTWfabedHhi  ■£»raf]Hib  U| 
neMvary  prvfnjnai'enLgll, 

S.  Chrve^  the  Rrograi^  Cixinluruilnr  tn  aecnmpli^h  All  the  Kt^liinrd 
Avenighc  gjtKj  ajinuaJ  revie^*A  of  the  punchaK  OArd  pfogrAm. 

Cfliau:-  Tie  T^tibi  Coofdtauor  In  airtady  b*tli  Jlterted  1*  dr»  ».  We 
clbHl  Ae  lar»«tifidDatad±tcriMflt  whlhir  llePPofritaCoanJlaihirliu,  ji  tbe 
piri,aE[»nipbfb(4«ILr«|ilrri  ^Ert1|hl  ladnaail  revltiti.  Pitgr^a  rtrehloi 
aid  H^k^hiltlbe  iaTHttnwr^irtpdrfnedo  aat  Mhturb  mmy  laipOkidoa  tfail  tie 
h-TifriB  CoardloiiH'dld.a&t  aemupbib  All  m]vtrfd#vrri||bt  lad  uiiuil  nerlewi. 


]<1 


Renumbered 

A.2.a. 


Renumbered 

A.2.b. 


Renumbered 

A.2.C 


Renumbered 

A.3. 
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Renumbered 

A.2.d. 


Renumbered 

A.4. 


Renumbered 

A.l.c. 


Rfpcct  oil  Select  Inmhw  t'iTd  Travel Lom  M  Wuha^glDu  3-leidgiiifl^  4M 

Oril™iPEiramp]  Mnnagemfin-  CPrK^cet  tfO.  D2D02CU-0I  IT} 

W>I5>  ComjEtcnti 

7.  IlmccE  Uv;  Ehre^i:^^,  RjrJ  EsUiIe  and.  F^dlibtB  to-  -cnfcTce  fht 
Pymthftw  Card  Pwtpuni  Stfludard  C>p?nsonB  Ptwedupfra  fijftd  hold 
canLholdm,  aild  UK  PrtJffrttjn  CDapdimtar 

a-£tdLiJitJiblE  for  LMmpfe  WJctL  pcditiffs. 

CMfUr.  Up  &lrwt»r^  Bit- will  CD*ttn»f***BfWei  ibe  P^r^hiH  Cu d 
PnfTiB  Slindird  OpEnAae  Pwf dvirri. -hJ  vrll^vld  ■eirdboLdcri, 

ud  tfei  Ciwrdtailar  Kmaliblp  for  -unif  tife|ie4  whi  all  pfiUdn- 

■Ekd  prmdami 

S.  the  d.cel4^k>fi  to-  ^poini  the  forn^r  Ib-ci|piarii 

Dixipdiiiyitgr  ^  a  iii  loimul  Kniew  pnd  uke  appraprJat't 

AdminLBtrabve  fornDt  3KrfbTTniii£prevlDUt  -duLei  DJ  bcilh. 

approving  OJfudAL  EUid  Pna^D.m  E^-^rdLiiaiQf . 

Conuf  te  Tfc#  DlrKlM-,  WiaBla^i  Hfci^i|qifWi  SnVdrch  h 
ItklUitlita  ch^gUlliHFrvfnibMiliDiicfdpAH  kMMI  fcV  i  halof-  EEPcattvp 
QitiUf  41  W|15  MdftfrvLof  Ibf  Ctdi  nnipl^iiid  wdJ  taW 

wtiir^^  fteifoDivn  detwd  ta  tu  ippr^pflalt  n  ■  muhof  iliMtlaT-cft^ibaa. 

Prftl-lfl  rridPTi4i]|4bpprEiiJtti«£riali]|qvtill|;Uba,TrEd9aDt  nocir 
IrVipUnlfaH  Ibal  A#  dtcbikia  |a  ipiwJrti  ibe  CbrnKP  PracruB  C[ur4Uq  a 

poddoD  is  latfml  iA«t !»  anj  nr^  taafiprDprtrtx. 


IniCiate  a  rp-riew  and  take  ajjprupriflite  -mdjninLitrifltiv-c  fljctkin*  W 
hOJd  flit  ChpeclJLr,  EfccaJ  CltdCiC  -And  Fo^Iki  ai^o^ntEble  fof  foiljiil{Z  Id 
ennuinr  th^:  pu.rieha*fi  tied  pragram  pglklcfl  -llkd  proctdUreu  and  sD 
AjqdLCabk  luM  tand  ngulatiofif  felfowad. 

C«gHr  Ift  Hr^i  Tbt  DfrTclDr.T^'uhiattM  IftiJtfiArftfi  hrykn^B 
ioitiibg  atb4h*ti|b,  prarnikMiJ  b^udeitkia  b^MI  b^adEikrEiT«itti-<- 
«uUp  af  TftHS  14-  dpIcnnkE  IbE  tMii  larrotiEdfoE  Chh  rEoarti  lad  will  bakf 
HfeiEnifradkifii-irpdwmefLiabc  ipppEr^lAU-a  i  mall  of  tliutbvedhaltQii. 
P>l4f  n  Ihc  mall]  of  uidlivtltl^llha,  m  4u  mottmmmw  ha  njr 

ftopUnlkM  An  ^E  DIrffIprn  Heil  ElUIAud  Facdhrlei,  ibDiJd|>«  htldA^nnEiblp 
fPf  rEllh]|.lD  EDnKlbHtppILcibilArala  lod  ngpliiku  wfrv 


B.  P»|Mrtr  Anuuntabllity. 

B.l.  We  rtCdPnimd  that  the  I>ipct3<0ri  Waihlr.gJljan  EieiidqiwttfTl. 
Iscrvicfib^  a^  head  dJ  AjctraLniatratfoii  and  Hsr-ftecprtrat  far  the  OiBcc  of  Ihe 
s«rel;ary  ef  DcfeltH,  amend  AdjninLftrsHivc  tneTOCCtofl  94  i*  IrjCLudE 
|H|^rs}^  W  seftallivE  Ltcma,  ai  deicriM  in  DflD  IctBLruiniiKn  SDOO.** 
and  the  Dlrteuw,  Defoni*  Ibwuraiwcit  Aufutft  13,  2001^  raerrwrjtpdumi 
dA-AjtM:mjntabilE  properly'. 

Cwcir  la  pari!  Tb#  Ptr4c44r3  Wubk^lH  lltulqaErtEn  .^rvhfii  4 
{■lllat^l  1  riti4rM|fek,  ]]nlrMiLMrid  Amtqidoi]  fapfededby  aSuLdf  HmUNi* 
Ewtskh  H  WH^  Ib  dutfHliH'  ibe  fl^b  iinvEndliif  ALi-  rajHirt,  sad  will  lAkt 
wkatE^Er  artlqai  d^vaifd  Id  bp  ipprap liotc  u-  a  renJt  fbic  lavi4i1|iiil4H,  Tfaf 
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nquffi  cin  fWhBc  Cad  TiraiiHctkiru-  a1  Wulungfufi  Scfvi  W  bid 

Civiliai  Ptrarniivcl  MaTU*™«lt  Scrvl«  (Prc^ifcet  Me.  D2002CU^I  17J 
WHS  Coinpiwni^ 


ta¥«c1g.ii4r  wJII^MkcJ  h?  mmkE  miiiiiinHtHiBtiHJ  cuHraLAg 
uicDdanDj4i)  14- A^rtidDhEnlL'n  laitTK^ia  44. 

&r'2.  Wt  PfrCeittJTitr^  that  the  [hnwtor,  KCfil  iCftdiC  ^aiwl  FioliLiea, 
WtLDhin^bcHi  Headquiirterfi^crvKiCt; 

€.  Ehnmre  that  th?  Support  a^JvJcfti  DLviBiun  and  the 
fecQuntahle  Property  OflkiW: 

(n  EfltabLiiih  and  maintPiTl  iL  mEma  ftiP  Cifrttirins  *11 
ftCCnUiitablr  property  puretwmS  wllh  the  dtii^fflTTLrfierit  pLiTchaae  card  111 
Ihs  Gnphici  DLViAiCiri. 

CWcMf.  rfafa  noGHaeadalLiM  hm  hlmd^  hna  iBpkmccriBiL 

fij  h!WhdC  trtining  tn  the  flrftphtei  Ahd  PTMeiTLlALiecia 
l>™lori  InvaiEAfy  ruolDdiafi  an  Qwntftinuift  the  ibrantnry  JimruRement 
ceiiiiinTia. 

£jta£M£. 

J3|  Caenpiy  with  reqLuremmu  Cbi*  a  9chcdu:1ed  inv^tery  m 
UiJiLial^,  and  conduct  lUVUlfieLinccd  spoL  che^zka  ^  and. 

iJlvtatoffy  nuuiaspfnmt  rcc&Hlft.  find  dncuiiient  the  rceidta. 

£i3lt£I£- 


b.  fiewtrad  the  Omptuca  and  P^Picntfttione  DivJfltOal  Wti¥cr  to 
puich#*c  RPipJtiiM-ipecLric  inlbrmfttBn  tec^krtulc^pr  equiponent  md 
?Uppcn,  and  nEum  the  nef  p^MlilblUty  Ibr  pLirchaaiFu,  support,  and 
inirtnUiry  conEro]  ta  the  InJiSfflMLlnn.  TtchnaLnay  Divinan. 

rYkr4obiiu»«^4itPr«n  Rfpwrt,  ■a±[]rlly  la  par4iiw 
Itaf^fmaticjiTHhialDn  {iT}  tiinPprtHE-iv  nt4 Laded,  and  Kip^uftlity  f«r 
HdmIabtridpFijef  M  IT  kahlvTiin  aadHihwaK^iii-ta^Hlt  At>Eailcvl  of  the 
itb*4rfct*r^w,T™  EraoritiTBi  I4  di(  ItUFIaferrabtaTeckaolafy  tHr||L4h 


itb*4rfct*r^w,T™  EraoritiTBi  I4  di(  ItUFIaferrabtaTeckaolafy  tHr||L4h 

p.  Efliafifl-  th^i  ttuB  Qra-phica  and  PlWCncatKJIl-fl  Divlaion 
flltahlisheB  ppoetdarti  Ed  properV  hlMentoJy  and  oafeaiaurd  item! 
pUHhOOtd. 

CdiiJU.  FihrubiaJniccf  rhrdriBrrefun,  I  !iigf»lyTB^alakiiww 

ulgard  to  tkc  Ci’ipAkt-ind  rrtwiilit1aai  Dhndoafln  Ja^iogi^;  liVntiTi 
aoatTDli  m  MaR-rahund  ud  Im  pit  me  Died. 

d.  Cnndiqtt  n  winpleEe  rtVieW  lif  in  to  Lae  a/ receipt*  fnr  oLUT^hii&ife 
made  with  the  piUFChABe  COndA  [itnQ  Mmy  1944  through  Auffuet  20W  10 
idmtiiy  idl  pdfitrablc  iljema  and  detemime  the  full  extent  Otzmeuii^ 
jwoptfiyr  inTOatlgate  the  dsspQwtn3(n  {>1  ail  ffliUing  pnsperty,  and!  tSte 
rtqLdrai  adjnLniatrativc  HOtione  fii  n«dtd. 
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vn  Sp1k4rc1  Pur^hiK  Cini  Truiietigni  ti  Hud^utr^m  Sctwe^  ind 

hftvmdHanjMgeMn^  Service  |Pt^j«t  Ho-  D200^M-4i  17^ 
WHS  C-dn^nienti 

raacHjT  li  Mrtr  Tii  lUn^rh  Wiildnfl^i  H^Miiquulen.  ^ 

kiBtliiti|;*f4Ciir4ll^^|]rvft»4aiuJ  ■VHtigptlM  btiJed  by  GhMBJVt 

mEfl444rW||S  Cff-dehrmlBe  tbr  hcti  nmMEbdtaji  (Ut  r<|Wfi  AUd  fvll  lih^ 
T<hiErvfi-  KtkiDEAn  detmai  l[»be*pf  rapHiltM  ri  fHHlEClTilhiE  hveitiiiboa. 

e-  Oversea  a  vem  -k^-mili  LffvcntcJT  in  tKe  GriupFh^pi  j^riij 
PrcdCnUAiCAft  Ddviainfi  ta  d^tmnine  tht  full  WteiH:  of  JIliBftinj  property 
and  invciCisiite  ibll  iiiL?34na  pffOpCFl^  AB  f^rq^uired  Ly  AdcnijwMralivt 
In^hryntion  "^4^  nfoperty  MBiuigement  nnd  Acco^iDtabditJ  .“■ 

Concur. 


C.  IcApp^ai^rllttft  CoD.tractbi[  U^tluad*. 

C  ■  pecoHWftfiad  that  Eh*  DiTH;u?r,  WfljihinfiDEi  He adquiTtera 

SeFviws: 

1 .  E^SUJ*  the  Directflff,  Real  IstttC  m}  FaollLtita  reqairae  the 
RCfil  EaLALc  and  PacElLtiea  Con-tr^tini  Ot(k^  tq  perfonn  periodic  rEvii^w^ 
□F  nU  purcluuH:  nyind  trans&Ctlori*  W  deCcrmiiie  whether  earfholdar*  fiK 
uiin^  qppf^^JTTiatC  OmiTfiOLldr^  qUEhOda  Id  abbabi  roMtinf  Bkipplka  AtUl 
■flrrycei. 

rebtiirig  Dirt  Tlie  IMrecbr^  Wub  ll|flH  lfndi|»rhri  SertkeiH  hu 
mrferTTd  the  PerckiM  fTinJ  PpsiNm  fi^n  RMF  IdBAF.  ¥%■  IdIMIh 
Fra^nH-CiKinllJiMPf  if  «  whrtMHd  CAatnrdq  Ofn«f,  ikdibc  wH  ptflOrmtbe 
nqalrfil  n>lri>ibaed  ■ikrdrtn'ndDslIauaEi  mDBAicwli[loe.p  (^BCtrifhe 
prififr  f MCI-mIhe  mrthiKlj  Eamkro-pankiiaf  wiBE  fbe-tUPthuertriL 
AMifk>B^y,i4^PVTawqf  4tKC«U%dBE^}^^>llp^rfi;^  Frvfciif  II 
■pprofirtiBe. 

2.  Eneura  fhc  E>irfctof ,  Knal  Cfttajfct  ajfid  FiOiliJlieft  require!  thc 
Eetale  and  Fjv;i|jtjn  CoFltriicflhg  OtTice  W  indLide  Tnirm-pun^haKf 

ij)  iEa  Delf-iniipcebOfl  40  part  of  JES  tmnuiiL  mima^mcnE'  ^ETtrCil  procraih 

review. 

Cwicur.  TIk  Reit  Eilibe  iad  FadlBIft.  CHItMla^  Q[!ke  b  u  iIpwvi  tHco 
n^died  tfl  lAcfade  infer IU4nau^  laqpKtJDBi  ud  uBanl 
BiaifEtmfwt  eHtnl 

EflfUrt  the  Uirfeiaf ,  Real  E-ildbe  aod  F-BUCiiUiKlB  Kquirr:e  liur 
Pfop^flin  CoOfdiAB.t€H-  tq  Iblirrw  the  He  ad  quaere-  SerriL-ei 

SUjHJmd  Ope-uting  Ppjtacdu™  to  IfwLlJde  petiodit  HrViiwii  ond 
qveriqht.  und  retridnine  with  ODiphaBiB  [a  epllt  purchase!  aikd 
vendnr  peelerery^f  ■ 

Cojeup-lf  Director,  WiahiD|:<iMi  llceiiqairbm  iitfipbiat,  bM- 

[  1-0144* I- tfd  ibeFirrIm  Cird  FrofruD  breni  ELFAF  u  UF.  Tbf  rilMhm 
PtvxniaCwrdbilDf  wll  blLm  4^e  WmbloftM  SEindird 

Operwtfai  Rrii«4anei  ud  will  pe rfent  oP  tt4Uh-*4  iitrwdic  mlnri,  orvenE|bli  lod 
ntrM\m\Mig. 
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Rqml »  PufdltK  CtHi  Truiclksu  ri  Wnihinglnn  Hciiifiiftai  Ravi«i  lad 

Cbdlbarpracanw]  Muui^ETKnl  Sflirtice  Nd.  D20D2CM-D117) 

WnS-  Cnmjumlai 


4^  the  Dircclor,  it^o]  Eitatc  oikI  Pj^ilinn  PCQUim  dw 

■CArdhaktcJA-  td  fl^QkJ^¥'  the  FedeniJ  RcffVlLllCHmH  Bfllil 

purch4ieft.  ajid  rotate  piucliMei  iwfiona  TVIuhn  W^hCft  kUiilA  th® 
pUfef)A.H  carria. 

CPBarifllt^Tfcl:  PtrHW,  WMlliipda  Ifnilipirten  &cTvkca,  hu 
truilemd  l^c  PuTcbwC^d  rrdcriifi  11:4 hi  HU F  Id  BA  F.  Tbehll-tiBe 
Fncpuik  Cwf^urlvr  li  a  t^-itrialnl  O0Hf^  ud  ihf  nvill  #41  tn  ilH 

Cftrdkdlilfn  mvlAtH  M  HWn  Ihc-FUjenJ  ADqiUiM  Beta H.  tp III 
par^hl44  (Bt  Aeelllkl  vmzk  prutiotf  hin  b«i  lbllMndl>,an4  fifMr  pvithiMi 
■■Ml  vnd«4Khn  Hta#  tfac  parchuc  wii  [aiffudlya  rt^uIndMEt 
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